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Overview and goal of the talk

� Privacy intro
– Why it is important

– How can we define it

– Web related overview

– Economic background

Goal: clarify the attacker model concerning online privacy.
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– Economic background

� Tracking users on the web
– Storage based tracking

– Fingerprinting

� Enhancing privacy
– Debunking some misbeliefs

– Guidelines for protecting privacy

� Conclusion
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DO WE NEED PRIVACY?
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We live in information societies

� Government: 
efficiency, ease of 
communication, 
greater control, ...

� Commercial parties: 
new technology & 

Development of 
infocommunication

technologies
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new technology & 
data, great
opportunities, ...

� Society itself: 
comfort, changes in
social interaction, ... 

Creating and reshaping
information society
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„Anyway, who cares?”

Who would abuse
my privacy?

Isn’t it all already

I have nothing to hide! ☺

Think again.
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Effect on a
personal level?

Isn’t it all already
lost?

Nope.

Freedom of speech?



What can we do?

Surveillance
societies?

Legal actions!
Bit laggy...

CrySyS Lab, Budapest

www.crysys.hu © Gábor Görgy Gulyás 6

Social activities!
Slow, but usually OK.

• Raise awareness,

• demystify false beliefs,

• act as a rational consumer,

• boycott some services,

• ...

Use privacy technology!
Symptomatic treatment. ☺

Think of the other possibilites.

In contrast how tech people think,

mass-violation of privacy is

basically a non technical problem.
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WHAT IS PRIVACY AT ALL?
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What is privacy?

� 'All human beings have three lives: public, private, and 
secret.' (Gabriel García Márquez)

Public SecretPrivate
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Public SecretPrivate

Privacy = Freedom



anonymity
personal

identifiability

Anonymity vs. Identifiability?

Easy: tell/leak something...
Data minimization
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Quasi identifiers or using pseudonyms

Hard: the adversary never forgets

(but not impossible)
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WEB PRIVACY OVERVIEW
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Is it serious? (2012)

Global recession? Hah!
$36.6 billion just in 2012!

Not only cookies
Third party to first party 

„conversion”

Continouos increase in numbers between 2006-2012.
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Some tracker can detect 20%+ of
personal online acitivites!

Alexa top 500:
- 524 trackers,
- 7264 web bugs!

Not only cookies

One web – multiple 
companies

„conversion”

Social „trackers”
around 35%
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What do they collect?

� Visit data

� Clickstream

� Typing, texts, copy-paste

� Content (content, meaning, sentiment analysis)
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Superpower trends?
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WHAT IS THE PRICE OF OUR 
PRIVACY?
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Auctions, where you are the product

2011: ~10%, 2015: ~25% expected
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≤100ms

Olejnik et al., 2013.
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What is the price of privacy?

Topic matters

Cost-permille impression (CPM)
Prices for 1000 impressions.
Avg. 0.5 CPM → $0.0005
(ca. 0.113 HUF)
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Date and location:

(ca. 0.113 HUF)
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What is the price of privacy? (2)

Browsing history

CrySyS Lab, Budapest

www.crysys.hu © Gábor Görgy Gulyás 20



CrySyS Lab, Budapest

www.crysys.hu © Gábor Görgy Gulyás

STORAGE-BASED TRACKING
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Basic techniques

� IP based tracking
– Problems: NAT, din. IP
– Used as auxiliary info
– Geo-localization
– Government 

surveillance

� Geo-localization 
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� Geo-localization 
alternative
– <1km precise (2011)

http://static.usenix.org/event/nsdi11/tech/full_papers/Wang_Yong.pdf

22



Web bugs

� Web bugs
– Hidden or camouflaged: 1x1 pixels, transparent

GIFs, visible ads, or other resources

– (concerned techniques discussed later)

– A.k.a.: web beacon, clear GIF, 1x1 GIF, tracking pixel, 
pixel tag, pixel

� Other types
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� Other types
– Email web bugs: have you read it?
– RSS web bugs:

• ~25% infection of 40 major RSS feeds (2011)

• Problem: automatic refresh in browsers, lack of awareness

� URL referrers!
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Browser cookies (tracking cookies, third-party cookies)

Webkiszolgáló Profilozó
(harmadik fél)

Felhasználó

HTTP kérés

HTTP válasz

Warning: most trackers
still use tracking cookies!

(in auctions)
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HTTP válasz

Hiányzó képek,
elemek letöltése

Kép lekérése:
1. Süti(k) elküldése
2. URL referer elküldése

Naplózás,
adminisztráció

Kép letöltése

(in auctions)



Social buttons serving your good – or not?
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http://online.wsj.com



Flash and SilverLight

� Still high market share (95.63%, 67.98% for PCs in 2011)

� Cookies
– Flash: LSO = Local Shared Object

– SilverLight: Isolated Storage

� Flash properties
– Max 100 KB, never expires
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– Cross-browser storage

� Tracking
– PIE: Persistent Identification Element (2005)

– Cookie respawn → backup cookies in PIEs

– Flash info leak (OS, HW, settings)
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Flash tracking

HTTP kérés

HTTP válasz

Webkiszolgáló Profilozó
(harmadik fél)

Felhasználó

Trends decrease:
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HTTP válasz

Flash lekérése

Flash küldése
Flash megjelenítése,
Azonosító kiolvasása

Azonosító küldése Naplózás

Hiányzó képek,
elemek letöltése

Trends decrease:
2009 → 54 @ Top-100

2011 → 37 @ Top-100

Sources: end.



HTML5

� HTML5 cookie-like storage
– Client side only, need to be explicitly sent

– Bigger storage, 5 MB

– Still never expires

� Real threat?
– Only in a fraction of all cases (1%-17%)

– Sometimes used instead of tracking cookies
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– Sometimes used instead of tracking cookies
(taboolasyndication.com & krxd.net)

– Backup for cookies (cookie respawn)
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Cache exploitation

� Content cache
– JavaScript

– CSS

– Modified pixels in images (stego like)

� Cache controls
– E-tag

– Last-mod timestamp
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– Last-mod timestamp

� Operative caches
– HTTP authentication cache

– HTTP 301 redirect cache

– HTTP Strict Transport Security cache
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Evercookie: persistent cookies

� Concept:
– Redundant by using 

multiple storage 
possibilities in parallel

� Cons:
– Initially undeletable, but 

some browsers now are 
safe

http://samy.pl/evercookie/
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safe
– Some storages are 

„costly” to read

� Evercookie vs. 
fingerprints
– Fingerprinting does not 

work when there is an 
array of similar 
computers
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TRACKING VIA 
IDENTIFICATION (2)

31



CSS History Stealing

� Basic concept
– Browsing history can not be explicitly accessed

– Inserting links + checking their color → URL list

– Can be used for various purposes

� Patched since 2010
– Reason: social sites provided background knowledge for precise 

personal identification
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personal identification

� There are various alternatives,
– and new ones pop-up from time-to-time

– but these are not generic, nor wide-spread
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Fingerprinting?

87% of US population is identifiable
by (216 million of 248 million):

{5 digit ZIP, gender, date of birth}

Sweeney, 1990
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Panopticlick project: browser fingerprinting? (2010)

� Uniqueness based on:

– User agent string

– Accept header

– Plugin list

– Available fonts

– Etc.

http://panopticlick.eff.org
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– Etc.

� Pros:

– Fast and precise

– Passive (no data storage)

– Long term fingerprints

� Cons:

– Flash/Java required 
(for 95% uniqueness)

– Browser dependent
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Cross-browser fingerprinting possible?
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Fingerprint
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The system fingerprint project (2011)

http://pet-portal.eu/fingerprint
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Goals:
• Cross-browser
• Plugin independent
• (IP-range indep.)

Dataset insight:
• 2010/09 – 2011/03
• ~1k fingerprints
• Locality: 649+340
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100

1000

Validating our dataset

� Our dataset: � Panopticlick:

Entropy values are also similar.
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Key ingredients: font lists & UASes
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Checking the anonymity sets

� AF: all fonts available
100

S
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e
 o

f 
A

n
o

n
y
m

it
y
 S

e
ts

UAS + AF

CrySyS Lab, Budapest

www.crysys.hu © Gábor Görgy Gulyás

1

10

1 10 100 1000

S
iz

e
 o

f 
A

n
o

n
y
m

it
y
 S

e
ts

Anonymity Sets

39



Checking the anonymity sets (2)

� AF: all fonts available

� UF: unified fontset100
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Checking the anonymity sets (3)

� AF: all fonts available

� UF: unified fontset

� JS off: no fonts can be 
detected
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Checking the anonymity sets (4)

� AF: all fonts available

� UF: unified fontset

� JS off: no fonts can be 
detected
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� Plus: simplifying the 
UAS
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Unique software set → unique font list
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Cross-browser fingerprinting test 2.0 (2012)

http://fingerprint.pet-portal.eu
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Is fingerprinting widely adopted?

� Alexa top 10 000, 20 pages deep
– Only 0,4% adoption (40 sites)

– Skype.com, porn and dating sites

� 3 804 less popular sites have it

(Src: Nikiforakis et al., 2013)
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How do they work?

� No Java, but use 
Flash

� Firefox: Linux x86 64

� Flash: Linux 3.2.0-26-
generic

� Firefox: 1280x720

(Src: Nikiforakis et al., 2013)
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� Firefox: 1280x720

� Flash: 2560x720

� Firefox: JS font list

� Flash: unique list
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How do they work? (2)

� Browser dependent fingerprinting techniques
� Native fingerprinting libraries with Internet Explorer 

(deployment?)
– the hard disk’s identifier, TCP/IP parameters, the computer’s name, 

Internet Explorer’s product identifier, the installation date of Windows, 
the Windows Digital Product Id and the installed system drivers

� Fingerprint DES encoded, public key wrapped → the tracker gets 
inescapable!

(Src: Nikiforakis et al., 2013)
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MISBELIEFS ON PROTECTION
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Using TOR alone provides privacy

� Hides some meta-
data, e.g., IP, timings.

� Often praised as anti-
gov hiding tool.

� But:
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� But:

– Identification & tracking 
on higher levels (e.g., 
fingerprinting)

– Personal identification 
with strong background 
knowledge (e.g., gov.)
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Using TOR alone provides privacy (2)

� Not totally pointless
– Makes surveillance harder for smaller gov’s

– Circumvents malicious ISP activites
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HOW TO PROTECT 
OURSELVES
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Protection mechanisms

� Partial solutions
– Use the correct settings 

of the browser

– Filtering content (ads, 
web bugs, etc.)

– Spyware/malware 
protection

Application layer

Transport layer
(TCP, UDP)

Internet layer
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protection

– TOR/JondoNym

� Complex solutions
– Anonymous browsers

– Tails

Internet layer
(IP)

Data link and
physical layers

TCP/IP stack
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Regular use

� Majority of problems can 
be covered with simple 
solutions:
– Setting correctly

– Adding simple filters: 

Hard-core use

� Anonymous browsers
– JondoFox + JondoNym

– Tor Browser Bundle

� Tails

Privacy/security vs. usability
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– Adding simple filters: 
Ghostery/AdBlock/NoScript

– Or anonymous browsers 
without anonymized 
network
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Setting the browser correctly + filtering

� Wipe private data when 
closed

� No third-party cookies

� Leave DNT unchanged
– Adds tracking info

– Who really cares?

� SSL 3.0
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� SSL 3.0
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JondoFox: german precision & respect for privacy

JonDoNym
(relatively cheap,

and w/ free access)

Portable

Circumventing censorship
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Preset settings
and pluginsOpen source



What about fingerprinting?
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Flash

JavaScript

Java
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What about fingerprinting? (2)

� None of storage based techniques should work

• e.g., JondoFox

� Home-brew solutions ⇒ customized Firefox portable

• User experience?

• Requires waste amount
of time
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of time

• You should be a professional

Beware: every setting, plugin, etc.
could eventually lead get you an
easy prey for fingerprinting!

Anonymity paradox!



What about fingerprinting? (3)

� Tor/JondoFox was designed to limit font loads (these are 
custom builds). Check about:config:

• browser.display.max_font_count = 5

• browser.display.max_font_attempts = 10

� Not available in mainstream Firefox versions (yet?)

� Still a bit problematic: font listing can be done within a 
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� Still a bit problematic: font listing can be done within a 
single session.

� Our proposed, but unheard solution:

• Cache loaded fonts,

• For every single domain!
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CONCLUSION
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„Privacy-circle”

New technique
appears

Somebody
discovers it
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Awareness
raises

Protection SW
goes public
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Taxonomy of attacks

Profiling techniques

Storage based Storageless

Source: http://gulyas.info/upload/GulyasG_Fingerprinting2013.pdf
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History Stealing
(state based)

Fingerprinting
(attributes&settings)

Query based Based on timings

Biometric identification
(user behavior)

Low level High level

HW Network
Browser

dependent
Cross-

browser



Where are we today?

Browser

Browser
state

OS/Device
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Device

User

OS/Device
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What’s next?

� Long term effects on society, economy, etc.?
– Safe-point-of-return?

� Google AdID, Apple, Facebook?

� Mobile web → mobile apps

� Wearable tech

� Clear trends, no real solutions favoring privacy
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� Clear trends, no real solutions favoring privacy
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Thank you for your attention!

Any questions?

Gábor György Gulyás

gulyas.info // @GulyasGG
Laboratory of Cryptography and System Security (CrySyS)

Budapest University of Technology and Economics
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